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1. XapaKTepUCTHKH OCHOBHOH MPO(deCCHOHAILHOH 00pa30BaTe/IbHOH MPOrPpaMMbI

1.1 Muccusa u nenu OIIOII

Mmuccust peanu3anuy 06pa30BaTeNTbHON MPOrPaMMEI COCTOUT B KOMIIIEKCHOM W CHCTEMHOM IOATOTOBKE
00y4alImMUXCsA, BIAfEIOUINX 3HAHUAMU U KOMIJIEKCOM METOHOJIOTHYECKUX, TEXHOJOTHUYECKHUX U
HHCTPYMEHTAJIbHEIX CPEfCTB, 061afaiolx COBOKYIIHOCTLI0 HEOOX0MUMEIX KOMIIETEHIIUH /ISl YCIIEUTHOM paOoTH B
pa3nuyHHX cdhepax OesTeNbHOCTH, CBI3aHHEIX aHANIM30M M JIKCIJIyaTalued CPefCcTB U CHUCTEM 3al[UTH
YH(GOPMALIMOHHBIX CUCTEM, HOKa3aTeIbHBIM aHaIu30M 1 00ecriedeHneM 3alUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM
OT BPEJOHOCHHIX ITPOTPAMMHO-TEXHUYECKUX U MHGOPMAIIMOHHEIX BO3NENUCTBUM B YCIOBUSX HapacTaHUS yrpo3 B
nHGOPMAITMOHHOU chepe.

O6macTtes (0o0nacTH) mpodeccHOHANBLHOM NesTenbHocTH H (uam) chepa (chepsi)
npodeccHoHaILHON NesiTeIbHOCTH BBHINYCKHUKOB, ocBouBiux OITOIT BO mo HampaBiIeHUIO MOATOTOBKU
10.04.01 «MudopmanmonHas 6€30IaCHOCTh», HAIPABIEHHOCTh (Ipoduiis) «OpraHu3anus U TEXHOIOTUS 3aIlUTEL
vH(poOpManun», BKIIOYaeT:

06 CBs3b, mH(MOPMAIMOHHEIE ¥ KOMMYHUKAIIMOHHEIE TEXHONIOTHH (B cdepax: 3alUuTh MHPOPMALUK B
KOMIIBIOTEPHBIX CUCTEMAaX M CETSX, aBTOMATU3UPOBAHHBEIX CHCTEMAX, CUCTEMaxX M CEeTSIX 3MEeKTPOCBI3U;
TEXHUYECKON 3aIluTH HHGOOPMALMU; 3alIUTH 3HAUUMBIX 00BHEKTOB KPUTUYECKOW HHPOPMaIUOHHOM
HHGPACTPYKTYPH, WHGOPMAIMOHHO-aHATHTUYECKUX CHCTeM 0e30IaCHOCTH);

O0bekTaMH NPOPeCCHOHAIBHON [esiTeIbHOCTH BBINYCKHHKOB, OCBOMBIIHX MPOrpaMMy
cuenuaanTeTa, SABJISIOTCS:

1. dyHmaMeHTa/IbHEE U IPUKIIATHEIE IPO0IeMbl HHPOPMAIMOHHOM 0€30IacHOCTH;

2. 00BEeKTHE HHPOPMaTH3aLNY, UHHOPMAI[MOHHEIE PECYPCH ¥ HH()OPMALMOHHEIE TEXHOJIOTUY, KOMITBIOTEPHEIE,
aBTOMAaTU3UPOBAHHEIE, TEIEKOMMYHUKAIMOHHbIE, HHPOPMAIMOHHLIE ¥ NHPOPMAIMOHHO-aHATUTUYECKLE
CUCTEME;

. CDeICTBa U TexHoJyoruu obecredeHus nHGOPMAIMOHHON 6€30IIaCHOCTH U 3alllUTH UHGOPMAINY;

. 9KCIePTH3a, CepTUGUKAINS U KOHTPOJIb 3alUIeHHOCTH HHbOopMauu ¥ 00beKTOB HHGOPMaTH3aIIY;

5. METOMEL ¥ CPEeNCTBa IPOEKTUPOBAHNUS, MOETMPOBAHYS ¥ SKCIIEPUMEHTAIbHON 0TPaGOTKY CUCTEM, CPELICTB U

TEeXHOJIOTHH o0ecreyeHnsT HHGPOPMAIMOHHOH 0e30IaCHOCTH 00HEKTOB HH(POPMATHUIAIINH;

6. opraHu3amys ¥ yIpapieHne HHPOPMALXOHHON 6e30IIaCHOCTHIO;

S~ W

Cpok mosy4eHus: 00pa30BaHUs 110 Kaxmoi ¢hopme oOyuenns: Ounas hopMma o0yueHus: 2 ropa.

0O06beM 00pa30BaTeIbHOM TPOrPAMMEL 10 KaXaou ¢popme obyuenus: Ounas ¢popma obyuenus: 120 3E

O6bneM 06pa3oBaTeIbHON MPOTPAMMEI IT0 KaXok GopMe 00ydeHUsi, peanu3yeMblit 3a ONUH y4eOHBIN TO:
60 3E

[IpuMeHeHUE 3NTEKTPOHHOTO 00YUEHUST, TUCTAHI[MOHHLIX 06Pa30BaTEIbHBIX TEXHOJIOTHIl: HET

Menn:

dopMupoBaHue y 00ydarIMUXCS KOMIETEHIUH B COOTBETCTBUU C TpeOOBaHUSMU (elepanbHOTro
TOCYapCTBEHHOT0 06pa30BaTeNIFHOT0 CTAHAPTA.

HonyquHe BEIIYCKHUKAMHU BBEICIIETO 06pa30}3aHH5{ C y4eToM HpO(beCCI/IOHaJ'IBHBIX CTaH[OapToOB,
IIO3BOJISIONIETO BHITYCKHUKY yCIeumHo paboratt B m36paHHON cdepe AESTENBHOCTH.

dopMUPOBaHUE COLMAJILHO-TUYHOCTHEIX KadeCTB 00y4YaloMMUXCs, CIOCOOCTBYIOMIUX YKPEIJIEHUIO
HPaABCTBEHHOCTH, PA3BUTUIO OOMIEKYIbTYPHEIX IOTPEOHOCTEN, TBOPYECKUX CIOCOOHOCTEN, COIMANIbHOM
afanTanuy, KOMMYHUKQTUBHOCTH, TOJIEPAHTHOCTH, HACTONYMBOCTHU B JOCTUKEHUH II€JIH, TOTOBHOCTH IIPUHUMATh
peleHus ¥ TpodecCuoHaIbHO NeHCTBOBATS.

1.2 KBanudukamusi, npucBauBaeMasi BINTYyCKHUKaM

[TpucBamBaeMast KBanupukanus - Marucrp.

Tumn(sl) pemaeMbIx 3agay (B (sl) mpodeccuoHaabHON NeATETbHOCTH):
1) oprasu3anoHHO-yIPaBIeHYeCKUU

2) IPOEKTHHIN

VI3 HUX OCHOBHEIE:

1) opraHu3anrOHHO-YIIpaBIeHUYECKUI
2) IPOEKTHHIH

Tumsl pelraeMeIX 3agay:
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1. opraHu3alnoHHO-yIPaBIeHYeCKUN

2. MPOEKTHBIN

JocTuxeHue nesei B NOAroToBKe MarucTpos o OIIOII cooTBETCTBYeT ClefyIomUM NPodeCcCHOHATbHEIM

CTaHmapTaM:

Ne i/

PekBHU3UTHI NPO(ECCHOHAILHOTO CTaHIapTa

1 06.034 ITpodeccuonanbuui cTanmapT «CrenyuanucT 10 TEXHUYECKOH 3amuTe nHGopMauuu» yTBepKIeH
nIprKa3oM MUHUCTEPCTBA TPyAa U colManbHOM 3aumThl Poccuiickor ®enepanuu ot 09.08.2022 Ne 4741

ITepeueHb podeCcCHOHABHLIX CTAHAAPTOB, 000OIMEHHBIX TPYHOBHX (GYHKIMH U TPYLOBHIX QYHKIHH,
MMEIOINX OTHOIIEHNE K MPOo(ecCHOHANbHON [EeITEeTbHOCTH BBINYCKHWKA NMPOTPAaMMbl MarucTpPaTypH IO
HanpaBneHuio moxrotosku 10.04.01 Hudopmanuonnas 6e30maCHOCTb, HANpPaBlIE€HHOCTh (IPOGUIEB)
«OpraHu3aims ¥ TEXHOJIOTHUS 3allUThl WHGOPMALIUN»:

Tpopeccronansapiu 006001eHHbIe TPYTOBbIe GYHKIIUH TpynoBsie GyHKIUH
CTaHAapT
YpOBeHb
3auMCTBOBaHO U3 YPOBEHb
opErEmana; KOJI| HaUMEHOBamWe | .= D — Koj | HauMeHOBaHHe | (IIOXypOBEHb)
KBaiupUKauu
06.034 Cnenuanuct no/H |[[IpoexTupoBaHue|’7 H/01.7({IIpoekTupoBanue|7
TEXHHYECKOH 3alluTe 00BEKTOB 00BEKTOB
nHpOpMAaIUU nHGOPMATH3AIIUA BBIYUCIIUTENBHON
B 3alUIIeHHOM TexHUKU (manee -
HCIOMHEHUH OBT) B
3allUIIeHHOM
HCIONHEHUHU
06.034 Coenuamnuct no|H |IIpoekTtupoBaHue|7 H/02.7|IIpoexTupoBanue|7
TEeXHUYECKOU 3aluTe 06BbEeKTOB BHITeT€HHE X
uHpOpMaIu nHbOpMaTH3aLUU (3amuiaeMbx)
B 3allUII€HHOM moMeIleHu#
UCTIONHEHUHU
06.034 Cneumanuct nmo|l. |Opranusanusa ul7 L/01.7 |AuanuTtuueckoe|7
TEeXHUYECKOU 3aluTe mpoBefeHue paboT o6oCHOBaHUE
vHpoOpPMaIn mo 3aluTe He0OXOOUMOCTHU
HHbOpMaUuUuU B CO3[IaHUST CUCTEMBI
OpraHu3aluu 3allUTH
nHopMalUuu B
OpraHu3aluu
06.034 Crneumanuct mo|l. |Opranuzanus ul7 L/02.7(BBof B|7
TEeXHUYECKOH 3aluTe mpoBemeHue paboT 9KCIOJIyaTaluio
vHpopMaIun mo 3aMUTe CHCTEMBI 3aIIUTH
vHbpopManuu B nHpopManuu B
OpraHU3ANUHK OpraHU3ANUHK
06.034 Coenuanuct no|ll. |Oprarusanus u|7 L/03.7|ConpoBoxnenue|7
TEeXHUYECKOU 3aluTe mpoBefeHue paboT CUCTEMBI 3allUTHI
uHpopMaIuu mo 3aIuTe nHOpMal[UU B
uadopmauuu B xopge ee
OpraHu3aluu 3KCIJyaTaluu

CooTBeTcTBUE 000OIIEHHEIX TPYHOOBHIX (GYHKIMH, TPYHOBHIX (YHKLUWHN, TPYHROBHIX HEHCTBUN U3
npodeccuoHanbHoro cranfgapra 06.034 «CoenuanucT Mo TEXHUYECKOM 3amuTe WHGOpMaUuU» TUIAM 3afayd
npodeccuoHanbHOM mesiTenbHOCTH U3 ®T'OC BO.

006001 eHHbIE IIpodeccuonanbHbIE .
TpynoBbie Tun 3aga4 npodecCHOHAILHOMH
TPYyJIOBbIE KOMIIETeHIIHH
byskun (u3 . nesiTeIbHOCTH
bysknun (U3 Tpynossie geiictBus (13 I1IC) (ycranoBnenHsie OO Ha
IIC) (u3 ®I0oC BO)
I10) ocHoBaHuu IIC)
TIpoektupoBanue|l[IpoektupoBanue|lIpennpoekTHoe o6cnegoBanue OBT [[IK-1 BrmameeT MEeTORMKOM|IPOEKTHBIN
00Bb€EKTOB 00BEKTOB NIPOBEeOEHUS
UH(GOPMATH3ANY |BEIYUCIUTETBHON IPEeNTNpPOEKTHOTO
B 3alUI[eHHOM|TeXHUKH (fasee - oOcnenoBanus O0OGHLEKTOB
HUCIIOJTHEeHUH OBT) B nHpopmMaTulanuu u
3aI[UIeHHOM BBIIEJIEHHBIX (3aIHAIIIAEMEIX)
HNCIIOMHEHUH IIOMEeIeHUH

467aa04e835cbh7e89e5e4cd19d79ab5d

4



DPaCIOPSIAUTENIBHOM [OKYMEHTAlNK
no 3amuTte HHGPOPMALUHU B

00001IeHHBIE IIpodeccuoHanbHbIE .
Tpynosbie Tun 3aga4 npodecCHOHATILHOH
TPyJZOBbIE KOMIIeTEHIIUH
byskuun (u3 q)ymﬁlg H (B3 Tpynossie geicrusi (u3 I1C) (ycranoBnennsie OO Ha AesITeIbHOCTH
) (u3 ®IoC BO)
IIC) ocHoBauuu IIC)
ITpoektupoBanue|[lpoektupoBanue|Pazpaborka ™Mopmenu yrpo3|lIK-2 CnocobeH IPUBOTUTH|IPOEKTHEINA
00BEKTOB 00BEKTOB 0e30IaCHOCTH uHbOpMAlUU,JaHANTUTHIECKOE
“HGOPMATHU3ALMY |BLIYUCIUTENBbHOM |06pabaTeiBaeMoir Ha OBT o6G0OCHOBaHUE
B 3allUIIeHHOM|TeXHUKH (fajee - He0OXOJUMOCTH CO3JaHUs
WCTIOTHEHUN OBT) B CUCTeM 3allUTEH
3a[UIeHHOM nHbGOpMaNuu
UCIONHEHUU
TIpoektupoBanue|l[IpoekTupoBanue|Pa3zpaboTka skcmnyaTanuoHHo#|[IK-1 BrajeeT MeTORMKOM|opraHU3alOHHO-yIPaBIeHYECKIH
00BEKTOB 00BEKTOB nokyMeHTaunuu Ha OBT BjupoBepgeHUSH
“HGbOPMAaTU3ALUY |BLIYUCIIUTEIbHOM |3aIUIIeHHOM UCIIOJIHEHUY, & TaKXe|[IPEeAIPOEKTHOT 0
B 3alIUIIeHHOM|TEXHUKH (Hajee -|0praHu3aluoOHHO-PACIOPAAUTENIBHOU|00CTIe[OBAHUS O0OBEKTOB
HUCIIOJTHEeHUH OBT) B[IOKYyMeHTAanuu 0O 3amuTe/uHPOpMaATH3IALUY u
3amuumeHHoMuHEGpopmanuu Ha OBT BBIIEJIEHHBIX (3aIIHIIAEMEIX)
HNCIOMHEHUH TIOMeIleHu i
IIpoektupoBanue|l[IpoektupoBanue|lIpennpoekTHoe o6cnenoBaHue|l[IK-1 BrmameeT MeTONMKOM|IPOEKTHHIN
00BbEeKTOB BEHI L EeN€eHHBX[BHAENEHHOT0 (3al[MIIaeMOTro)[IpPOBeneHU A
nHGoOpMaTH3aUUK|(3a U II]ae MEIX ) |TOMEIeHUST OIPENNPOEKTHOTO
B 3allUINeHHOM|IOMeIeHnH obcimemoBaHus OOBEKTOB
UCIOJTHEHUHU HHbOpMaTHU3aALUHU u
BEHIIeIeHHBIX (3AIUIIA€MEIX)
TIOMeIleHu
TIpoektupoBanue|l[IpoekTupoBanue|Pa3zpaboTka skcmiayaTanuoHHo#|[IK-1 BrameeT MeTORMKOM|opraHM3allOHHO-yIPaBIeHY€ECKHIH
06BbEKTOB BEHIJ €€ HH B X|IOKyMEeHTalli! Ha CUCTEMY 3aUIUTH|IPOBEe e H U 5
uHbOpMaTU3aLMK|(3amuIaeMux)|uHbopManuu BHIIEJTEHHOTO[IPEANPOEKTHOTO
B 3allulleHHOM|IOMEIIeHUN (3amumaemMoro) mnomemeHus, alo6cnemoBaHUs O0GBEKTOB
HCIOTHEHUU TakXe OpPraHU3aNUOHHO-UHGPOPMATH3IALUY u

BBIIEJIEHHBIX (3aIIHAIIIAEeMEIX)
IIOMEeIleHH i

nHEbQOpMaANuU B
OpraHu3aLyuu

HEe00X0MUMOCTH
CO3maHuM
CHCTEeMEH

3a U ¥ TH
nHGopMauuu B
OpraHu3alUuu B
OpTaHU3aINH

uH(OpPManUK B OpraHU3alNH

BHITEJIeHHOM (3amuuiaeMoM)

TOMeleHNN
Opranusanus u|PaspaboTkalPa3paboTka aHanutudeckoro|lIK-1 BrnameeT MeTORUKON|opraHu3allOHHO-yIIpaBIeHYeCKUN
IpOBeNeHHe|aHaIUTUIECKOT0|000CHOBAHUS HEOOXOOUMOCTU|IPOBEJeHU I
paboT 1o 3amuTe|/060CHOBAHUI|CO3JaHUST CHCTEMH 3AUUTH|IPEANPOEKTHOTO

obcrnemoBaHusi 0GBEKTOB
HHbGOpMATHU3ALUH u
BBIIEJIEHHBIX (3aIIHAIIAEMEIX)
TIOMEeIeHUH

OpraHusanusi u
IpoBeneHUuE
paboT 1o 3amuTe
nHEbPOpMaNuuU B
OpraHu3aLuu

AHanmuTUYeCKOe
o60CHOBaHUE
HeoOXOMUMOCTH
CO3OaHUSLI
CHCTEMBH
3alUTH
nHGopMauuu B
OpraHu3aLuN

PaspaboTrka Mopmenu yrpos
6e3omacHOCTH HHPOpPMAIUU B
OpraHu3aIMu

TIK-1 BnmapmeeT MeTOOUKOM
NIPOBEeOEHUS
IPEeNNPOEKTHOTO
obcrnemoBaHusi 00GBEKTOB
HHbGOpMATHU3ALKUH u
BBIIEJIEHHBIX (3a A MEIX)
TIOMEeIeHUH

OpraHu3allOHHO-YIIPaBIeHYeCKUH

OpraHusanus u
NpoOBeOeHHUE

Bropm B
3KCIyaTaluio

Opranu3anus
MHCTPyKTaxa

NMpOBeNEeHUST
PYKOBOLSAILIETO

IMK-5 CnocobeHn
OPraHM30BHBATH u

OpFaHI/ISaI.II/IOHHO-praBT[eH‘-IeCKHﬁ

paboT mo 3ammTe
uHpopmManuu B
OpraHu3auu

3a LU TH
vHGopMauuu B
X0me ee
9KCIITyaTaluu

HH(bOpMaTPISaL[I/II/I U 110 yTUJIN3alluU
HX 3JIEMEHTOB

paboT Mo 3aIIUTE|C U C T € M bl cocTaBa ¥ 00y4YeHUS IepPCOHAJA IO|IPOBONUThL NPUEMOYHEIE
uHGOpMANUU B|3a LU T Bl BOIIpOCaM TeXHHYeCKOM 3amurtsucneiranus C3U, BBOOUTD B
opraHu3aluu nHGopmauuu BluHGOPMAIIK sKcmtyartauuio C3U
OopraHu3anun
Opranusanusi u|Brop B|Opranusanus npueMouHHX|IIK-5 C 1o co0 e HlopraHu3aluOHHO-yIPaBIeHYeCKUH
NpoBeNeHUE|IKCNNIyaTalUIO[UCIEITAHUNA CHUCTEMB 3allUTH|(OPTraHU30BHBATH u
paboT 1o 3alIUTe|C U C T € M Bl nHGbOpManuu IPOBOAUTh IIPUEMOYHEIE
uHGopManuu B|3a LU T ucneiTanus C3Y, BBOOUTE B
OpraHu3aIuu nHbOpPMaluu B sKcmyaranuio C3U
OpraHU3aluu
Opranusanus u|CompoBoxpeHue|Opranusanus MeponpusTtuit mo|lIK-5 C 1o co0 e HlopraHU3alHOHHO-YIIPaBIeHYECKUH
NPOBEeNEHUE|CUCTEMEH BHIBOY M3 3KCIJIyaTalluM CHUCTEM[OPTaHU30BHBATH u

MPOBOMKUTHL IIPUEMOYHEIE
ucneiTanusg C3Y, BBOOUTH B
aKcmyaranuio C3U

ITpodeccroHanbHbIe KOMIETEHINH, ONIPENelIeHHbIe Ha OCHOBe aHanu3a TpeboBaHMil K MpodecCroHalbHEIM
KOMIIETEHIIUSM, TPETbSIBISIEMbIX K BEIIYCKHUKAM Ha PHIHKE TPyHa, 0600IIeHNsS 0TeYeCTBEHHOTO U 3apy0eKHOTO
OTIBITA, TPOBEJIEHUS KOHCYMbTALMHN C BEOYIIUMHU paboTomaTensMu, 00beUHEHUSIMU paboTomaTenelt oTpaciy, B
KOTOPO# BOCTPeOOBAHEI BEITYCKHUKY, MHEIX MCTOYHUKOB
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Kon Ha3BaHue KOMIIETEeHIHH Tun 3amay npodecCHOHAIBLHOH
KOMIIeTeHIIUH OesiTeILHOCTH

IK-3 BrameeT HOPMAaTUBHO-METORMYECKON 6a30¥|opraHn3alioOHHO-YIPaBIeHYECKIH
obecrieyeHus 3alUTH CBEOEHUN, COCTABIIAIOLINX
TOCYHapCTBEHHYIO TalHY

[K-4 Crnoco0OeH OpraHM30BHEBATH M COMPOBOXKIATh|OPraHU3AIMOHHO-YIIPABIEHYECKUN
aTTecTalnuio 06beKTOB BEIYUCIUTEILHON TEXHUKU
¥ BBIOEJEHHBIX (3alIuIllaeMbBIX) IIOMEIIeHUHU Ha
COOTBETCTBHE TpeOOBAHUAM IO 3allUTe
rHbOPMaIUK

1.3 3agauu npodeccHoHaTbHOM TesATeIbHOCTH BHIIYCKHUKA

BRIyCKHUK 1O HampaBieHHI0 mMoAaroToBku / cmernuanbHOCcTH 10.04.01 «HMHpOpMaumroHHass 6€30MaCHOCTEY,
crielManu3anus / HampaBIeHHOCTD (Ipoduns) «OpraHu3alus U TEXHOJOTHS 3allUThl UHGOPMaLUU» HOJIXKEH
peliaTh ciepyioie mpodecCcUuoHalbHBE 3alauyd B COOTBETCTBUM C TUIIOM(aMM) 3afay NpodeccuoHanbHOU
OesiTEeNbHOCTH HAM BUOoM(aMu) npodeccHoHANbHOU [OESITENIbBHOCTH, HAa KOTOpPHIE OPHUEHTHUPOBaHA
o0pa3oBaTeIbHAS ITPOTPAMM:

Tun 3a7a4 - TPOEKTHBIH:

CUCTEMHEIN aHAJIN3 HpI/IKJ'IaJIHOI;I oﬁnacm, BBISIBJIEHHE YIPO3 U OLI€HKA YsA3BUMOCTH I/IH(I)OpMaL[I/IOHHLIX CHUCTEM,
pa3paboTka TpeOOBaHUY U KPUTEPUEB OLIEHKY WHGOPMAIIMOHHOM 6€30I1aCHOCTY;

000CHOBaHUE BHIOOPA COCTaBa, XapaKTEPUCTUK U (PYHKIMOHATBLHBIX BO3MOXKHOCTEH CUCTEM U CPEICTB
obecrneuenvst nHGOPMAIMOHHOM 6e30ITaCHOCTH 06HEKTOB 3AINUTH Ha OCHOBE OTEUECTBEHHKIX ¥ MEXKIYHAPOMHbIX
CTaHNapTOB;

pa3paboTKa CHCTEM, KOMIIEKCOB, CPEICTB U TEXHOJIOTHH obecrnedeHnss HHGOPMAIMOHHON 6e30IaCHOCTH;
pa3paboTKa MPOTPaMM U METONUK MCIHITAHUN CPENCTB M CHCTEM 00eCIeueHus HPOPMALHNOHHOH
0e30TacHOCTH.

Tun 3a7a4 - OpraHu3anHOHHO-yIPaBIeHYeCKHH:

opraHu3anys paboTH KOJIJIEKTHBA UCIIOTHUTENIEH, IPUHATHE YIIPaBIeHYECKUX PEIIEeHNH, ONpee/ieHre MopsaKa
BBHITTOJTHEHUS padoT;

OpraHu3alys YIpaBIeHus HHGOPMAIMOHHOM 6€30MaCHOCTRIO;

opraHu3anys paboTH 10 CO3IAHUI0 UJIX MOIEPHU3AIMY CUCTEM, CPENCTB U TEXHOJIOT UM 00eCIeYeHNs
uHGOPMAaIMOHHOM 6€30IIaCHOCTH B COOTBETCTBUU C HOPMATUBHLIMU IIPABOBEIMU aKTaMU ¥ HOPMATHUBHEIMU
MeTomUYecKUMHU HoKyMeHTamu ®enepanbHoi cmyxk0k 6e3omacHocTy Poccuiickoit ®enepanuu (ganee - ®Ch
Poccuu), ®egepanbHOil CIyKObI 10 TEXHUYECKOMY U 9KCITIOPTHOMY KOHTPOIIO Poccuiickoi ®enepanuu (ganee
OCTIK Poccun);

OpraHM3alMs U BEIIOJTHEHNE PAbOT BBOAY B SKCITyaTallMI0 CUCTEM U CPEACTB 00ecneyeHuss HHPOPMAIMOHHOM
0e30I1aCHOCTH;

pa3paboTKa IPOEKTOB OPraHU3aIMOHHO-PACIOPSIAUTEIFHEIX JOKYMEHTOB, TEXHUYECKOM U 9KCITyaTalliOHHON
DOKyMeHTalluy Ha CUCTEMEHL U CpefCTBa obecneueHus nHGOPMannoHHON 6e30IIaCHOCTH.

1.4 Cmenmanu3anusi /| HampaBJIeHHOCTH (mpoduab) 0CHOBHOU npodecCHOHATIbHOH
o0pa3oBaTeIbHOM IPOrPaMMbI

Crneunanu3anus / HaIpaBlIeHHOCTh (mMpodunb) OCHOBHOU mpodeccroHanbHOM 00pa3oBaTellbHOU
mporpaMMbl - OpraHu3alygd ¥ TEXHOJIOTHS 3allUTH HHpOpManuu.

1.5 IInanupyemslie pe3ynabTaTrhl ocBoeHHs OIIOII

PesynbTraTel ocBoeHus OIIOII MarucTpaTyphl OIPERENsIOTCS NPUOOpPeTaeMBIMH BHIIYCKHUKOM
KOMIIETEHIUSIMU.

B pe3ynbTaTe OCBOEHMS MPOTPAMMBI MArMCTPATYPH BHIYCKHUK [OJIXKeH 00/1afaTh CIEOyIIAMU
KOMIIETEHIUSAMU:

KommeTeHIuyu BHITYCKHUKOB GhopMupyembie OTTOIT Mo HanpaBlIeHUIO

467aa04e835cbh7e89e5e4cd19d79ab5d
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moarotoBku 10.04.01 MupopManmonHast 6€30IaCHOCTD
HanpaBlieHHOCTH (mpoduiio) noaroToBku OpraHu3anus U TEXHOIOTUS 3alUTh HHGOPMAaIuu

HHHHKaTOpLI HOCTHXKEHHUS

Kog u coiepKaHue KOMIIeTeHIITHH
KOMIIEeTEeHITHH

Pe3ynbTaThbl 00y4eHUS

ObmenpodeccuonanabHbie KomneTeHnuu(OITK)
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OIIK-1

CnocofeH 000CHOBHIBATH
TpeGOoBaHUS K CUCTeMe 0beCIedeHus:
nHpOpManuoOHHON 0E€30TaCHOCTH H
paspabaTHBaTh MPOEKT
TEXHHYECKOTO 3aJaHUs Ha e€e
CO3TaHue;

O6GocHOBHIBaeT TPeGOBAHUS K CHCTEME
obecnedeHus  HMHDOPMAIUOHHOU
fe3omacHOCTH U pa3pabaThBaer
MIPOEKTH TEeXHWYECKOTO 3afaHus Ha ee
CO37aHue.

3HaTh OCHOBHBIE IIPHHIUINL OpPraHU3aluu
TeXHUYECKOro, IIporpaMMHOro u uHGOD-
MallMOHHOI0 oOecledyeHUs 3allUIeHHBIX
WHGODPMALUOHHLIX CHUCTEM; OCHOBHEIE
MeXaHU3MH HHbOOPMAUOHHON
6€30maCHOCTH U THIOBHE INIPOILECCH
yIpaB/IeHUST STUMH MeXaHu3MaMy B HHGOP-
MAaIMOHHOU CHUCTEME; OCHOBHEIE YTDO3HI
6e3omacHOCTH HHPOpPMAIUU U MOZENH
HapymuTtensd B HHGOPMANUOHHHEX
cUcTeMaX; NPUHIUNE (OpPMUPOBAHUS
TIONIUTUKY MHGOPMalMOHHON 6e3011acHOCTH
B MHGOpPMAIMOHHEIX CUCTEMaxX; MEeTONH
aTTeCcTalUu YPOBHS 3aUIUIEeHHOCTH
UHGODMALMOHHEIX CHCTEM; OCHOBHEIE
MEeTOABl YyIpaBleHUS HHOOPMAIMOHHOM
6e30MacCHOCTHI0; OCHOBHEIE HPUHITUIIE

OpTaHHU3AIUHU TEeXHHYECKOTO,
MPOrpaMMHOTO ¥ WHPOPMALKOHHOTO
obecmeyeHu s 3al[MINeHHBH X

UHGOPMAIMOHHEX CHUCTEM.

YMeTh CTPOHUTH CHUCTEMH OOecledeHUs
vHGOpPMAIMOHHOK 6€30MacHOCTH B
PA3JMYHHIX YCIOBUAX QYHKIUOHUPOBAHUS
3aMUIIaeMbIX UHGOPMAIUOHHEX CHUCTEM;
paspabaTeBaTh MOJENHU YyTrpPo3 H
Hapymureneu nHGoOpManMOHHOHI
fe3onacHOCTH MHGOPMaNUOHHBIX CHUCTEM;
pa3pabaThBaTh YaCTHHEHE MOJUTUKU
UHGOpPMALMOHHOM 6e3onmacHOCTH
UHGOPMAIUOHHEX CUCTEM;
KOHTPOIUPOBATh 3PPEKTUBHOCTD IIPUHSATHIX
Mep [0 peanu3aluy YAaCTHHX IIONUTUK
UHGOPMAIIMOHHON 0e30MaCHOCTH
“HGOPMAaIUOHHEX CHCTEM; OIeHUBATh
vuHbGOpMANUOHHEE pPUCKA B HUHPOD-
MaLMOHHEIX CHUCTeMax; pas3pabaThBaTh
NIPefIoXeHUsI II0 COBEPUIEHCTBOBAHUIO
CHUCTeMHl yIpaBieHus MHGOPMaIUOHHOH
0e30MacCHOCThI0 HHPOPMAIMOHHEIX CUCTEM;
COCTaBJIATh AHANUTUYECKHE 0630DHL IO
BompocaM obecreyeHuss HHOOPMAIMOHHON
6e3omacHOCTH MHOOPMAIUOHHEIX CUCTEM;
060CHOBEIBaTh HPUHIUNE OPTaHU3ALUH
TeXHHYEeCKOro, IpOrpaMMHOTO0 X
UHGOPMALUOHHOTO obecneyeHus
uHbGOpPpMAIUOHHONX 06Ee30IMaCHOCTH.
BrnagmeTs MeTomaMu ¥ CpPefCTBAMHU
BHISIBIEHUS yrpo3 0Ge30macHOCTH
“HGOPMAIMOHHLIM CUCTEMAaM; HaBHIKAMH
Br6Opa ¥ 06OCHOBAHUSA KPUTEPUEB
abdexTuBHOCTH GYHKUUMOHUDPOBAHUSA
3AMUIIEHHHX HHOOPMALUOHHKEX CHUCTEM;
HaBBHKaMU ydYaCTUSd B 3KCIepTHU3e
COCTOSIHUS 3aLIUIIEHHOCTH HHPOPMalUy Ha
00beKTe 3allUTH; MeTOLaMHU YIPaBIeHUs
UHGOPMAUMOHHOHU 6e30MaCHOCTHIO
UHGOODPMAILMOHHLIX CHUCTEM; METOHAaMH
OMEHKM MHGOPMAUMOHHEIX DPUCKOB; Me-
TOJAaMU OpPTaHW3aUWUd U YIPABIEHUSA
OEesSTEeNbHOCTHIO CHIYyX0 3amMUTH
uHGOpPMAINY Ha NMPEANPUSITUN; HaBHIKAMU
yopaBlIeHUS HHGOPMAIUOHHON
6e30I1aCHOCTHI0 TPOCTHIX 0GHEKTOB.

467aa04e835cbh7e89e5e4cd19d79ab5d

8




OIIK-1

CnocofeH 000CHOBHIBATH
TpeGOoBaHUS K CUCTeMe 0beCIedeHus:
nHpOpManuoOHHON 0E€30TaCHOCTH H
paspabaTHBaTh MPOEKT
TEXHHYECKOTO 3aJaHUs Ha e€e
CO3TaHue;

O6GocHOBHIBaeT TPeGOBAHUS K CHCTEME
obecnedeHus  HMHDOPMAIUOHHOU
0e30I1acHOCTY U croco0eH pa3paboTaTh
IPOEKT TeXHMYECKOTO 3aJaHusl Ha ee
CO37aHue.

VmeTh OonBIT HOPMabHOM ITOCTAHOBKU M
pemeHus 3apgadyu obecHedeHHUd
UHPOPMALUOHHON 6e30macHOCTHU
KOMIOBIOTEPHEIX CHUCTEM.

YMmeTs ompenensiTe HHGOpPMAIUOHHEE

pecypcH, TIORIexXalmue 3aluUTe
uedopmanuu, yrpo3sl 6e30macHOCTH
uHpopMaIuu.

BrnagerTs npobpeccruoOHaNbHOH

TePMHUHONIOTHEH B 0067acTd 06ecrIeueHus
6e30MaCHOCTH ITEPCOHANBHEIX HAHHBIX;
MEeTOfaMM MOHHUTOPHUHTAa M ayOHTa,
BHIIBJIEHHUS Yyrpo3 U YIPaBIEHUST
vHGopMauuOHHOH 6e30mMacHOCTHIO.
3HaTh YSI3BUMOCTH UHGPOPMAIUOHHBEIX|
pecypcoB, BO3MOXHHEE YIPO3H
6e300aCHOCTH HHbOpMALlHUH,
UH(POPMAIMOHHEIE IPOIECCH 00 HEKTOB.

OIIK-1

CnocobeH 000CHOBEBATH
TpeGoBaHUS K CHCTEME 00eCTIeUeHus
UHGPOPMAIIMOHHON 0€30MacCHOCTU U
paspabaTHBaTh IPOEKT
TEeXHHYECKOT0 3afaHHWs Ha ee
Co3[aHue;

O6GocHOBHIBaeT TPeOOBAHUS K CHCTEME
obeclIeueHuss UHGOPMAIMOHHOU
0e30macHOCTH U pa3pabaThBaTh IPOEKT
TEeXHUYECKOTO 3aflaHus Ha ee CO3[aHue.

3HaeT IPUHIUIH Pa3padoTKU 3alUIIeHHEIX
UHQOPMALUOHHEIX CHUCTEM DA3JIUYHOTO
TIPUMEHEHHUS U CTEIEeHU CI0XKHOCTH. 3HAET
MEeTOOWUKHU BHISIBJIEHHUS YIpo3 ¥ OIEHKH
ysI3BUMOCTeH# HHGDOPMAIMOHHHIX CHCTEM.
3HaeT MeTOOH ¥ cpefcTBa o6eclnedyeHUs
vHpOPMAIMOHHON 6€30IIaCHOCTH, a TAaKkKe
HOPMAaTUBHYI0 6a3y periaMeHTUPYIOIYIO
KjlaccuUuKalUuio NaHHBIX CPENCTB. 3HAEeT
TUIOBEHE TpeGoBaHUSI K pa3paboTke
CPENCTB 3aluTH, HaNpaBJIeHHHE Ha
CHUXEHUEe pPHUCKOB HHPOPMALMOHHOH
6e30I1aCHOCTH.

YmeeTr o6ocHOBHBaTh TpeboBaHUS K
mpoleccaM U TEeXHOJOTUSM obecrnedeHus
vHOPMaIroHHOM 6e30MacHOCTH 00BEKTOB
KPUTUYECKOH HHGOPMAUUOHHOM
uHQPACTPYKTYPH. YMeEeT OCYIIeCTBIATh
BHIOOD TOACHUCTEM, DpPealu3yoIIUX
TEeXHOJNOTHUH obecnmedyeHu
vnHpopManuoHHOH 06e30MaCHOCTU [Jif
00BEKTOB KPUTHUECKOH HHPOPMaIUOHHOH
uHOPACTPYKTYypH. YMeeT 06OCHOBHIBAThH
Tpe6oBaHus K MepaM obecmedYyeHHS
vHOPMaIMoHHON 6e30MacHOCTH 00BEKTOB
KPUTUYECKOH HHGOPMALUOHHOM
UHOPACTPYKTYPH. YMeeT COCTaBIATh
TeXHHYeCKoe 3ajaHue Io pa3paboTke
CHCTEeM, KOMIIJIEKCOB, CpPeLCTB X
TEeXHOJNOTUH obecneyeHu s
nHbopMaInuoHHON Ge3omacHOCTH. YMeeT
HacTpauBaTh CpefcTBAa 3alUTH
uHbOpMaULUU B COOTBETCTBUU C
TPeOOBAHUSIMH K 00BEKTY 3AIIUTHL C IIENbI0
CHUXEHUS PHUCKOB HHOOPMAUMOHHOH
0e301acHOCTH

BrnagmeTs HaBHKaM#u pa3paboTku
KOMIIJIEKCHOH HHDPACTPYKTYPH
3aIIUIIEHHON HUHGOPMAIMOHHON CUCTEMEHI,
HaBHKAaMU pPa3paboTKX MPOEKTOB
HODMATUBHEIX ¥ NPaBOBHX aKTOB
TIPENIPHUATHUS, YIPEXKOEHNs, OPraHUu3alny,
PeriIaMeHTUPYIOMNUX HEeSITEIbHOCTh II0

obecneuenuio HB.
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OIIK-1

CnocofeH 000CHOBHIBATH
TpeGOoBaHUS K CUCTeMe 0beCIedeHus:
nHpOpManuoOHHON 0E€30TaCHOCTH H
paspabaTHBaTh MPOEKT
TEXHHYECKOTO 3aJaHUs Ha e€e
CO3TaHue;

Cnoco6eH 000CHOBEIBaTH TPeGOBAHUS K
cucrteme obecneyeHUu
“HGOPMaIMOHHOM 6€30I1aCHOCTH .

3HaeT TexHonoruu obecmedeHUs
“HGOPMAlUUOHHOM 0e30macHOCTH. 3HaeT
OCHOBHEIE BU[IHI YSI3BUMOCTEHM CHUCTEM U
yrpo3sl uHMpopManuoHHON 6e301acHOCTH.
3HaeT MeTOAHl U CpefcTBa o6ecleyeHus
vHpOPMAIMOHHON 6€30TIaCHOCTH, a TaKkKe
HOPMAaTHUBHYI0 6a3y periaMeHTUPYIOIIYIO
KJIAaCCU(PUKALNIO JAHHHIX CPEHCTB.

YMeeT 060CHOBHIBATH BHIGOD CPEACTB
3aMUTH HHbpoOopMaLuu os
TIPOTUBONENCTBUSA KOHKPETHHIM yTpO3aM.
YMeeT ocymecTBISATL HOAOOpP CPENCTB
3amuUTH HHGOpPMaluu B COOTBETCTBUU C
3aJaHHBIMU KDPHUTEPUAMH. YMeeT
000CHOBHBAaThL TpeGOBaHUS K MepaMm
obecmeyeHus HHGOPMALUOHHOM
6e30macCHOCTH B COOTBETCTBUU C
HOpMaTHBHOU 6a30i#. YMeeT COCTaBIATH
TeXHUYeCKOe 3ajjaHue 10 006eclieYyeHHUI0
uHGOpMaNUOHHON 0e30MaCHOCTH Ha
060beKTe c HCIONb30BaHUEM
ceprudpunupoanurix O®CTOK cpemcTs
3aUmTH UH(pOPMAIUu.

BrnageeT ONBITOM HACTPOWUKU CPEOCTBA
3amUTH HUHGOPMANWU B COOTBETCTBUU C
TPe6OBAHUAMYU K 0OBEKTY 3QIIUTH C IIEJIbIO
CHUXEHHUS PUCKOB HHPOPMAIUOHHOU
6e30I1aCHOCTH.

OIIK-2

CnocobeH pa3pabaTHBAaTh
TEXHHYECKUH MPOEKT CHCTEME
(momcucteMbl u60 KOMIIOHEHTA
CHCTEMH) obecneYyeHua
“HDOPMAIMOHHOM 6€30MacHOCTH;

Pa3pabaTrBaeT TEXHUYECKUU IPOEKT
CUCTEeME obecmedyeHu s
“HGOpPMaUMOHHON 06e30IaCHOCTH, a
TaKXe HUX KOMIIOHEHT(IIOACUCTEMEI).

3HaTh OCHOBHEIE NPUHIUIE Pa3paboTKu
TIOJIUTUKY MHGOPMAIMOHHON 6e301macHOCTH
Ha TPeANPUSITHU, NPUHUMIL aHalIu3a
UCXOOHBEIX OAaHHBIX AJIA IIPOEKTUPOBAHHUA
NMONCUCTEM M CpPencTB obecmedeHUs
MHOOPMALMOHHOHU 6e30macHOCTH,
COBPEMEHHYI0 aNIapaTHO-IPOTrPaMMHYIO
0a3y KOMIIBIOTEPHOM TEXHUKY [JIs1 PEUICHUS
3a/ay 3alUTH HHOOPMAIHH.

YMeTh IPUMEHSTh KOMIJIEKCHHIH TIOAX0[ K
obecnedeHUI0 HHPOPMAIMOHHOH
6e30macHOCTH 00BEKTa 3alUTH], IIPOBOAUTD
aHa/lIu3 MUCXOOHBIX [OaHHBIX [ONI4
NPOEKTUPOBAHUS IOJCUCTEM U CPENCTB
obecmedyeHus HHGOPMAUMOHHOMU
6e30MaCHOCTH, NMPUMEHSTH IPOTPAMMHBLIE
CpPeLCTBa CUCTEMHOI0, IPUKIALHOTO H
CpencTBa CHUCTEMHOTO, CIEIMATBHOTO
Ha3HaYeHUs, UHCTPYMEHTaJIbHbIe CPECTBa,
SI3BIKH U CHCTEMEI TPOTPAMMHUPOBAHUS OJIsSt
pelueHus 3aay 3alUTH HHPOPMAIIUH.
BnageTr OCHOBHEIMM MeETOHZAaMHU
obecrmedyeHus HHPOPMALUMOHHOMU
6e3omacHOCTH 06BEKTa 3aUTUTEHl, METOOAMHE
TEXHUKO-9KOHOMHUYECKOTO 000CHOBAHUS
NMPOEKTHHX pENIeHUH, METOmaMU H
CPEACTBaMHU CHCTEMHOT0, IPUKIAZHOTO H
CIeuUuaNlbHOTO Ha3Ha4YeHUHd,
HHCTPYMEHTaJbHbIe CPEACTBa, S3BIKU U
CUCTEMEBI IPOrPaMMUPOBAHUSA OJISI PEIICHUA
3a/ay 3auuTH HHGOPMAINY.

467aa04e835cbh7e89e5e4cd19d79ab5d
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OIIK-2

Cnocoben pa3pabaTHBaATh
TEXHHYECKUH IPOEKT CHCTEME
(momcucteMsl u60 KOMIIOHEHTA
CHUCTEMH) obecneyeHHua
“HGDOPMAIMOHHOM 6€30MacHOCTH;

Pa3pabaTHBaeT

TpeGOBAaHUSA K

cpefcTBaAaM H MeTOJaM KOHTPOIS
MPOEKTUPYEMOH CHCTEMEI (ITOJCHCTEMEI
nub60 KOMIOHEHTa CHCTEMBH)

obecmeyeHus
0e30MacHOCTH.

VUHGOPMAIMOHHOHU

3HaeT NPUHIUNEL IOCTPOEHUS CUCTEM Ha
6a3e loTycTpoiicTB, a TakXke CIOCOOH UX
3G GEeKTUBHOM peanu3alluy; CyLECTBYIOIINE
TEXHOJIOTUHU B o6yacTu MHTepHeTa Bellew;
CTaHAApTH peanu3anuu uHTepdencos
MOJKI0YaeMbIX YCTPONCTB; CTaHOapTh
UHGOPMALUOHHOTO B3aUMO/IEHCTBUSI
CUCTeM. 3HaeT TUIIOBLIE CPENCTBA U METONEL
3amUTH “HGOpPMAIUU B JOKAJbHEX U
r00aNbHEIX BBIYMCIUTEILHEIX CETIX;
TpeboBanus HIIA u cTaHmapToB IO
paspaboTke Mofene#n yrpos
vHbOpMaMOHHON 6e30IaCHOCTH; Haubosee
pacnpocTpaHeHHE e YSA3BUMOCTH
IoTycTpo#icTB ¥ IPOTOKOJIOB Iepefaydyu
OAHHEX; CpencTBa obecmedeHUus
vHDopMannoHHOU Oe3omacHOCTH I[0T-
CHUCTeM; NPUHIOUNE TOCTPOEHHUS
3alIUIIeHHEX TeJIeKOMMYHUKAI[UOHHEIX,
CHUCTEM; MeXaHM3Mbl peajiu3allii aTak B
cetsix UHTepHeTa Bellely;

YMeeT NpOBOAUTL aHAIMU3 3ALIUIIEHHOCTH
IoT-cuctem; Pa3pabaTeiBaTh MOLENH YTPO3
o cucteM MHTepHeTa Bemedt. YMeet
NIPOBOOUTL IEPBUYHYI HACTPOUKY U
npoBepky oyHKIuoHupoBaHus CCC3,
cpencTB u cucteM 3amutil CCCI ot HCI;
pas3bupartscs B cymecTBylomux loT-
TEeXHOJIOTUSAX ¥ MNPUMEHSITh HUX K
KOHKPETHBEIM CLEeHapusaM; BHEOPATH
TUIIOBEIE PEIIeHUS 10 MHPOPMAIUOHHOH
Oe3omacHocTu [0T-cHCTEM; OCYLIECTBISATH
MepH IPOTUBONEHCTBUA HaPYIMIEHUIM
ceTeBO# 0E30MACHOCTH C UCIOIb30BAHUEM
Pa3IMYHEIX IPOTPAMMHEIX U allapaTHHIX
CPenCcTB 3alIUTEL B COOTBETCTBUHU C
Tpe0OBaHUAMHE HOPMATHBHO IPABOBHIX
dKTOB M HOPMATUBHBIX METOOUYECKHUX|
IOKyMEHTOB.

Bnapmeer cmoco6aMu KOHGUTYPHPOBATH
rapaMeTphl CUCTEME! 3alIUTH HHPOPMAIuu
aBTOMAaTU3UPOBAaHHOW CHUCTEMH B
COOTBETCTBUU C €e 9KCIIyaTallMOHHOU

OOKYMeHTaluew#; paboTaTh c
OOKyMEeHTaUueH mpujlaraeMon
pa3paboTYUKOM yCTpPoOHCTBa;

00HaPYyXKUBaTh TUIIOBLIE Ys13BUMOCTH [0T)
cucteM. MoxeT ¢popMupoBaTh TpeOOBAHUS
u paspabaTeBaTh crnenuuranuu AN
IPOEKTUPYeMOH CHCTeMH Ha 06a3e
IoTycTpoiCTB; mIaHUpPOBaTh pa3paboTKy
CIIOXKHEIX CHCTEMH Ha 6a3e IoT-ycTpoHCTB;
IIPOBOLRUTH BEIGOP 3¢ (HeKTUBHEIX CIIOCOOOB
peanu3alnuy CTPYKTYp CUCTeMHl Ha 6a3se
lIoTycTtpoucTB npu pelleHUH
npodeccuoHaNbHHX 3ajad.
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OIIK-2

Cnocoben pa3pabaTHBaATh
TEXHHYECKUH IPOEKT CHCTEME
(momcucteMsl u60 KOMIIOHEHTA
CHUCTEMH) obecneyeHHua
“HGDOPMAIMOHHOM 6€30MacHOCTH;

CnocobeH pa3paboTaTh TEXHUUECKUE
OPOEKTH CHCTeM (momcucteMm) nubo
KOMIIOHEHTa CHCTEeMH 06ecledyeHus
uHGOpMaIMOHHON 6e30IacHOCTH.

ViMeTh ONHIT Pa3pabOTKM TEXHUUECKUX
NIPOeKTOB cucrteM (mopcucreMm) nubo
KOMIIOHEHTAa CHCTeMH of0ecrmedYeHus
uHpOpMaUoHHON 6e30IacHOCTH.

YMeTb oTeduecTBeHHBIe U 3apybekHEIE
CTaHJApTH B 00/1aCTH KOMIBIOTEDPHOH
0e30macHOCTH ¥ HHGOPMAIUUOHHOHU
6e30mMacHOCTH 00BEKTOB O7s
TMPOEKTUPOBAHUS, Pa3pabOTKU U OIEHKHU
3aIUIIEHHOCTH KOMIBIOTEPHEBIX CHCTEM.
BrnameTs MeTOOMKaMH TPOBEPKH
3alUIIEHHOCTH 00B5eKTOB HHGOPMaTH3aluK
Ha COOTBeTCTBUe TpebGoBaHUAM
HOPMATUBHEIX OOKYMEHTOB.

3HATh OCHOBHl OpPTAHMW3ALWUU 3AMUTH
TOCyYyZapCTBEHHOH Ta#HBb u
KOHGUOEHIUAIbHOM UHGOPMAIUU; METOIb
aHanu3a MHGOPMAIMOHHON 0e30MacHOCTH
00BEKTOB ¥ CHCTEM; CTAHApPTHL B 00/1aCTH
“HGOPMAIMOHHOM 6€30I1aCHOCTH.

OIIK-2

Cnocoben pa3pabaTHBaATh
TEeXHUYECKHUH TMPOEKT CHUCTEeMH
(momcucteMsl u60 KOMIOHEHTA
CHCTEMH) obecneyeHua
HHGMOPMAIIMOHHOM 6€30MaCHOCTH;

PaspabaTrBaeT TEXHUYECKUH NIPOEKT
cucTeMb (momcucTeMHE 100
KOMIIOHEHTA CHCTEMH) 00€eCIedeHUs
uHGOpMaIMOHHON 6e30IacHOCTH.

3HaeT NMPUHIWUIE OPTaHW3AlUU U ITAIH
pa3paboTKu CUCTEMH (MOJCUCTEME Iu00
KOMIIOHEHTA CHCTeMH) obGecrmedyeHus
nHbOPMaUXOHHON 6e30acHOCTH 00BEKTOB
KPUTUYECKOH HHGOPMALUOHHOM
UHQPACTPYKTypH. 3HaeT METOOUKHU
UCIBITAHUHN CPELCTB U CUCTEM 00eCIIeYeHNsI
“HGOPMAIMOHHOH 6€30TTaCHOCTH.

YMeeT cocTaBsATh TPeOOBAHUS U KPUTEPUU
OlleHKM HHGOPMAIMOHHOH 0e30IaCHOCTH.
YMeerT pas3pabaTrBaTh NIPOTPAMMH H
MeTOOUuKU HUCIIBITAHUNT CpPpenCcTB U CUCTEM
obecrmeyeHus HHGPOPMALKUOHHOMU
06e30macHOCTH OOBEKTOB KDPUTUYECKOU
UHPOPMALMOHHON UHPPACTPYKTYPH. YMeeT
pa3pabaTeBaTh TPeOOBAHUS K CPECTBAM U
MeTOgaM KOHTPOJS INIPOEKTUPYEeMOH
CHUCTEMHI (TOfCUCTEeMEl TG0 KOMIIOHEHTa
cucteMbl) ofecnedeHuss MHGOPMaNXOHHON
6e30macHOCTH OOBEKTOB KDPUTUYECKOU
“HGOPMAIMOHHON HHPPACTPYKTYPhL. YMeeT
pa3pabaTeBaTh ¥ pPealU30BHIBATH
TEXHUYECKUHA THPOEKT CHUCTEME
(momcucTeMEl OO KOMIIOHEHTa CHCTEMEI)
obecrmeyeHus HHGOPMALUOHHOM
6e30macHOCTH O00BEKTOB KPUTUYECKOH
UHPOPMAIIMOHHON HUH(PACTPYKTYPHL.
BrameTh HaBHIKaM# TEXHUYECKUX ITPOEKTOB
cucteM (momcucTeMbl MO0 KOMIIOHEHTA
cucteMbl) obecnedeHuss MHGOPMaLXOHHON
6e30I1aCHOCTH.
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OIIK-2

Cnocoben pa3pabaTHBaATh
TEXHHYECKUH IPOEKT CHCTEME
(momcucteMsl u60 KOMIIOHEHTA
CHUCTEMH) obecneyeHHua
“HGDOPMAIMOHHOM 6€30MacHOCTH;

Croco0eH pa3padaThHBaTh TEXHUUECKUH
IPOEKT CUCTEMH (MOMCHCTEMH Nu6O
KOMIIOHEHTa CHCTEMH) 00eCIedeHus
uHpOpMaIMoHHON 6e30macHoCTH

3HaeT MPUHIUIH JKCITyaTallid CPEeNCTB
3amMuUTH HHPOPMAIUU. 3HAET METOMH
TECTHPOBAHUS CPEACTB 3allUTH
nHbOpMaNUOHHOX 6e30macHOCTHU
YMeeT ocyIIecTBNsATh HACTPOUKY PEKUMOB
paboTH CpencTB 3amuTH HHGOpPMAUUU B
COOTBETCTBUY C ONPENEIEHHBIMU MOLESIMU
yrpo3. YMmeeT pa3pabaTHBaTh CIleHAPUHU
TECTUPOBAHUS CPEACTB 3aIUTH
nadopmanuu. YmeeT pa3pabaTEBaTh
Tpe6OBaHUSA K CpPEACTBAM 3aIlUTH
uHbopManuu. YMeeT VyIpPaBIATh
CpencTBaMy 3aliuTH HHGOpPMAIuUU B
COOTBETCTBUU C TPeGOBAHUSIMU K OOBEKTY
3AIUTEL

HiMeeT ombIT pa3paboTKu TpeGOBaHUS K|
CpencTBaM ¥ MeTOJaM KOHTPOJSA
TMPOEKTUPYEMON CHUCTEMH (IOLCHUCTEMEI
00 KOMIIOHEHTa CHUCTEeMHI) 06eCIedeHus
“HGOPMAIMOHHOM 6€30I1aCHOCTH

OIlK-3

Croco6eH pa3pabaTeiBaTh IPOEKTH
OPTraHU3alMOHHO-PACIIOPSAUTETBHEIX
OOKYMEHTOB 1m0 00ecmedyeHHUIO
HHPOPMAIMOHHOM 6e30MacHOCTH;

Cmoco6eH pa3pabaThHBaTh MPOEKTE
OPTaHU3AIMOHHO-PACIOPAAUTEHHEIX
OOKYMEHTOB 10 00ecCHedeHUIO
uHGOpPMAIMOHHON 6€30I1aCHOCTHI

3HaeT HOPMAaTHUBHYIO U IIPaBOByI0 06a3y B
o6nacTu ynpaBleHHUs HHGOPMaLKXOHHOH
6e30aCHOCTbI0 O0OBLEKTOB KPUTUUECKOH
“HGOPMalUOHHON HHPPACTPYKTYPhL. 3HAeT
OTe4YeCTBEHHEIE U 3apy0ekHEe CTaHgaAPTH
B 00/acTy ympaBleHus WHGOPMaLHUOHHOM
06e30maCHOCTBI0 O00BEKTOB KPUTHUECKOH
“HGOPMalnOHHON HHGPACTPYKTYPHL. 3HAET
CTPYKTYPY TNONHUTHK oOecnedeHus
UHGPOPMAIMOHHOU 6e30MacHOCTH 00HEKTOB
KPUTUYECKOU HHGPOPMaALUOHHOH
UHOPACTPYKTYpE U TpebOOBaHUS K UX
COZlepKaHUI0

Ymeer paspabaTeBaTh HOPOEKTH
HODMATHUBHEX ¥ OPTaHU3AIUOHHO-
PacmopSAgUTENbHEX HOKYMEHTOB IO
o6ecmedeHHIO UHGOPMAIUOHHON
6e30maCcHOCTH O00BEKTOB KPUTUYECKOH
“HPOPMAIMOHHON HHPPACTPYKTYPHL. YMeeT
pa3pabaTeBaTh NONMUTUKY|
nHbOPMaUXOHHON 6e30acHOCTH 00BEKTOB
KPUTUYECKOU HHPOPMALUOHHOMU
UH(PACTPYKTYPHI Pa3IMYHLIX YPOBHEN
BrnageeT HaBRHKaMu Pa3pabOTKU IOIUTUKH
UHGOPMAIIMOHHOH 0e30MaCHOCTH
Pa3NUYHLEX yPOBHeH

OIK-3

CrocobeH pa3pabaThiBaTh IPOEKTEHI
OPTaHU3alMOHHO-PACIIOPSAAUTETBHEIX
OOKYMEHTOB 10 o0eclnedyeHUI0
“HOOPMAIMOHHOM 0e30MacHOCTH;

Cmocob6en pa3paboTaTh MPOEKTH
OpraHK3alMOHHO-PACIOPSIAUTEIbHEIX
ODOKYMEHTOB TO 06eCIedYeHUIo
“HGOPMAaIMOHHOM 6€30IaCHOCTH.

VMeTs omeT pa3paboTKu INPOEKTOB
OpPTaHU3AIUOHHO-PACIOPSANUTEIBHEIX
OOKYMEHTOB N0 o06ecHedYeHUIO
vHpopMauuoHHOU 6e30macCHOCTH.
YMeTp OCYMECTBISATH HOATOTOBKY
TeXHU4YECKUuX 3aJZ[aHI/II‘;1 Ha IOCTpPOEHHE U
NIPOeKTUPOBaHUWe HHOOPMAIMOHHEIX U
AHATUTUYECKUX CHUCTEM; OCYILIECTBISATH
MOOTOTOBKY OPTaHU3AILUOHHO-
pPacmopsifUTENbHON OOKYMEHTAlUuK
(MHCTPYKUUHY, TIPHUKA3HLl, PACIOPSKEHUST)
periaMeHTHDYIOMEH  9KCIJIyaTalHio
nH(OPMAIMOHHBIX CUCTEM.

BrnageTts HaBEIKaMu odpopMieHUus pabouei
TEXHUYECKON TOKyMeHTaluu.

3HaTh TPeOOBAHUS OCHOBHBIX [E€HCTBYIOIIUX

rocygapcTBeHHHX craHgapToB (I'OCT)
periaMeHTHDYIOUUE IOCTPOeHUE,
MPOEKTUPOBAHUE U JKCIJIyaTalHIo

I/IH(bOpMaI.IHOHHbIX U QaHAJIUTU4YEeCKHUX
CHUCTEM.
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OIIK-3

Croco6eH pa3pabaTeiBaTh MPOEKTH
OPTraHU3alMOHHO-PACIIOPSAUTETBHEIX
OOKYMEHTOB 1m0 00ecmedyeHUIO
HHGOPMAIMOHHON 6e30MacHOCTH;

PaspabaTwmBaer IPOEKTH
OpraHM3alUOHHO-PACIOPSIAUTEIbHEIX
ODOKYMEHTOB IO 00eCHedYeHUIO
rHGOpPMAaIMOHHON 6€30I1aCHOCTH.

3HaTh UCTOUHUKU IIPABOBOM MHpOpMaLUH,
BUIOH HODPMATHUBHEIX IPABOBEIX aKTOB,
CTaHOapTH B 007acTd MHPOPMALUOHHOU
6e301aCHOCTHU.

YMeTh aHanu3upoBaTh, HU3y4aTbh U

006006maTs MOpaBOBYH HHPOPMALHUIO,
OmpenensTh peleBaHTHHE OIS
npobeccruoHaNbHOM HesTeNnbHOCTH
HOPMATHUBHEE aKTH, HCIOIb30BaTh
HOpPMATHWBHLIE U METOOUYECKUE HOKYMEHTHI
npu OoGOPMIEHUH TEXHUUECKOH
OOKYMEHTAINHU.

Brnameths HaBHKaMU 00OCHOBAHHUS CBOUX
pelleHU# Ha OCHOBe [EWUCTBYIOIIEro
3aKOHOJATeIbCTBA, HaBHKAMM IIOMCKa
TpeOyeMod HHGOPMAIMU MCIONB3IYS
HOPMAaTHBHEIE IIDABOBHIE AKTH, HaBLHIKAMHU
TOATOTOBKM NPOEKTOB OPraHU3aIMOHHO-
pacmopsguTEeNbHLHX MHOKYMEHTOB IO
obecrnedeHUIO HHPOPMAIMOHHON
6e30IaCHOCTH.

OIlK-4

CnocobeH ocyuecTBIsATh cOop,
00pabOTKy ¥ aHaNU3 HAy4YHO-
TEXHUYECKOH HHOPMAIUU 110 TeME
UcciemoBaHusi, pa3pabaThBaTh
IJIaHE ¥ NMPOTPAMMbl IPOBEAEHUS
Hay4YHHX HCCIEOOBaHUE u
TEXHUYECKUX Pa3paboTok;

OcymecTBnsger c6op, o6paboTky u
aHanu3 HAay4YHO-TEXHUYECKOU
uHGOPMAIMK [0 TeMe MCCIIeOBaHUS,
pa3pabaTeBaTh IJIAHE ¥ IPOTPAMMEL
IPOBEEHNUST HayYHBIX MCCIENOBAHUN U
TEeXHUYECKUX Pa3paboToxK.

VimeTs onnT c6opa, 00paboTKu U aHanIM3a
HAy4YHO-TEXHUYECKOH HHPOPMAIMHU 10 TEME
HCCIIel0BaHusI, pa3pabdaTHBaTh MIAHE U
IporpaMMBl IPOBeJEHUS HayYHEX
WCCIIeNOBaHUY ¥ TEXHUYECKUX Pa3paboToK.
YMeTs IpPOEKTHPOBATh U CONPOBOKIATH
THUIOBEE CHenMaTU3UpPOBAHHEE
aBTOMATHU3UPOBAHHEE WH(DOPMAIMOHHEE
CUCTEMEI, JIOKAJIbHEIE CETH; OCYUIECTBIISITH
MOATOTOBKY TEXHUKO-9KOHOMHUYECKHUX
000CHOBaHUI COOTBETCTBYIOIINX TPOEKTHEIX
peLIeHuH.

BrnapmeTs HaBHKaMU OIPefelleHUs 3aTpaT
KOMINDAHUKM HAa UHGOPMALUOHHYIO
6e30IaCHOCTh U IPOBENEHUST 3aBUCUMOCTH
MeX[y 3aTpaTaMu U YPOBHEM
3aIUIIeHHOCTH.

3HaTh METONH TNPOEKTUPOBAHUS
aBTOMATHU3HUPOBAHHEIX CHCTEM; OCHOBHEIE
NIPUHIUIEl IPOEKTHOI0 YIIPABJIEHHUS.

OIlK-4

CnocobeH ocyumecTBasATh cOop,
00paboOTKy ¥ aHaMu3 HAy4YHO-
TEXHUYECKOH HHDOPMAIUU 110 TeME
HUcciemoBaHus, pa3pabaThBaTh
IJIaHE ¥ NMPOTPAMMHl IPOBEAEHUS
Hay4YHHX HCCIEOOBaHUE u
TEXHUYECKUX Pa3paboTok;

CnocobeH ocymecTBAsATL c6op,
06pabOTKy ¥ aHANu3 HAYYHO-
TeXHHYECKOH MHPOpMAIHUHU [0 TeMe
HCCTIe0BaHUs, pa3pabaThiBaTh IIAHH U

IpOTpaMMbl TPOBENEHUS HAYYHHIX
HCCIEeNOBAaHUNA ¥ TEXHUYECKUX
paspaboTok

3HaeT 0CHOBHEIE (JOPMEI, METOMHL U TIPHUEMEL
Hay4YHOTO HCClefoBaHUs o0nactu
6e30macHOCTH OOBEKTOB KDPUTUYECKOU
“HGOPMAIIMOHHON HWHOPPACTPYKTYPHL.

YMeeT cocCcTaBifATh NJIaH HAY4YHOTO
uccienoBaHus B o6nactu 6e30macHOCTH
00BEKTOB KPUTHUYECKOH MHOOPMANHOHHOH

UHOPACTPYKTYPH ¥ TPOBOAUTE
OesSTEeNIbHOCTH B COOTBETCTBUHU C
COCTABJIEHHLHM IJIaHOM. YMeerT

pa3pabaTeiBaTh NIPOrpaMMy pa3paboTKu
KOMIOHEHTOB CpPEeNCTB 3allUTH
vHGopMauuu Ayisi 00bEKTOB KPUTHIECKOH
nH(GOPMaIMOHHON UHGPACTPYKTYPHL.
IeMoHCTPUDPYET CHOCOOHOCTH aHaIu3a
HabOpOB MAHHBIX IIPHU MOMOIIX PA3TUYHEIX
cpej H#X aHalus3a C HaragfgHOH
BU3yanu3aluell oJIyJaeMbIX Pe3yIbTaToB
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OIlIK-5

Cnoco6eH NIpPOBOAUTL Hay4HHE
UCCIeNOBaHUL, BKJI0OYAas
3KCIIepUMeHTasbHble, 06pabaTeBaTh
pe3ynbTaThH UCClefoBaHUH,
oopMNIATE HAYYHO-TEXHUYECKHUE
OTYETH, 0030PE, TOTOBUTH IO
pe3ynbTraraMm BEIIIOJTHEHHEIX
HCCJIef0BaHUlN Hay4YHHEE MOKJIAfH H
CTaTbhU.

CnocoGeH TPOBORUTH
HCCIIeIOBAHUS.

Hay4YHEIE

3HaTh MEeTONH HAY4YHHEIX HCCIeNOBaHUY;
OpraHU3allii0 HAay4YHHX HCCIENOBAHUN U
3Tamk HUX INPOBENEHUS; NPOLERYPEH
pa3paboTKK U NPOEKTUPOBAHUSA HOBBIX
TeXHUYECKUX OOBEKTOB; TeOpeTHUIEeCKue
HUCCIIeJOBAHUSA; INOCTPOEHHE MOJesel
dbu3nyeckux nponeccoB U OOBEKTOB;

npoBemeHHUe 9KCIEePUMEHTANbHBIX
ucclenoBaHus u o0paboTka uX
pPe3yNbTaATOB.

YMeTb NPUMEHSITh METOAH Hay4YHHX
HCCJIeIOBaHM ; OPTaHU30BLIBATh HAyYHEIE
UCCIEeNOBAHUSL; IPOBOLUTH
9KCIIePUMEHTAJIbHBIE HCCIENOBAHUSI U
00pabaTeBaTh UX PE3YIbTATHL.

BriaeTh MeTonaMu Hay4YHHIX UCCIIeNOBAHMIMA
; OPraHW3alW{d HAYYHBIX HCCIENOBAHUM;

HaBHKaMH 3KCHEePUMEHTalbHEX
uccnenoBaHu##t u o006paboOTKU HX
pPEe3yNbTATOB.

OIIK-5

Cnoco6eH NIpPOBOAUTL Hay4HHeE
HCCIeNOBaHUL, BKIOYas
3KCIIepUMeHTallbHble, 06pabaTEBaTh
pe3ynbTaThH UCClefoBaHUH,
opopMNIATE HAYYHO-TEXHUYECKHUE
OTYETH, 0030DE, TOTOBUTH IO
pe3ynbTaraM BEIIIOTHEHHEIX
HCCIef0oBaHUlN Hay4YHEE MOKJIAfH H
CTaTbU.

[IpoBOOUT HAy4YHbE HCCIENOBAHHUS,
BKJIIOYad 9KCIePUMEHTAalbHEE,
o6pabaTHBaTh pe3ynbTaThH
HCCJIeHOBaHuM, 0GOPMISTH HAYYHO-
TeXHUYEeCKNe 0TYEeTHl, 0630P5l, TOTOBUTD
IO pe3yinbTaTaM BHIOJIHEHHHX
HUCCIEeNOBAaHWHM HAy4YHEE OOKJIAObl U
CTaThHU.

WmeTs OmHIT 0GOpPMJIEHUS HaAY4YHO-
TeXHUYECKHUX OT4YeToB, 0630pOB,
Pe3yIbTaToB BEIIONHEHHEIX MCCIIe0BAHUH,
Hay4HHIX HOKJIA[0B U CTaTel.

YmeTps pasbupaTbcs B nabopaTopHOM
000pYHOBAHUU IO TPOPHUII CBOEH
mesTenbHOCTH ¥ paboTaTh C
o6opymoBaHWEM QS TNPOBENEHHUS
9KCIIEePUMEHTOB, NMPUMEHSTh METOTUKH,
06pabGaTHBATh pPe3yNbTATH, IPOBOAUTH
OLEHKY TMOTPEeIIHOCTH, MPOBOAUTH
3KCIIePUMEHTaIbHO-UCCIIeN0BATEIbCKHUE
paboTE CUCTEMBI 3AIIUTE HHPOPMALKH.
BrnameTh HaBEIKAME BHITIOJIHEHUS PACYETOB,
06paboTKM pPEe3yIbTATOB 3KCIEPUMEHTOB,
OL[EHKY IOTPEIIHOCTed U JOCTOBEPHOCTH
pe3ynbTaTOB, HaBHKAMW IPOBENEHUS
9KCIIEePUMEHTAIbHO-HCCIEN0BATEIbCKUX
paboT CUCTEMEI 3aMUTH HHPOPMAIIUH.
3HaTh OCHOBHE € MPHUHI KL
3KCIIepUMEeHTalbHEIX WCCIeIOBaHUM,
COOTHOIIEHHE TEOPETHUYECKOTO U
9KCIIEPUMEHTANBHOTO 3HAHHUS, METOJUKY|
TIPOBEMIEHMS IKCIIEPUMEHTOB.

IIpodeccnonanbHbie KOMNETEHIH

(1K)

TK-1

BrnageeT MeTOOUKON IPOBeHEHUS
MPEANPOEKTHOTO 00CIemoBaHusI
00b€KTOB HHOPOPMATUIANUU WU
BHOEJNEeHHHX(3amMHUIaeMBX)
moMeIleHu i

BrnameeT MeTONMKOW IIPOBeAeHUS
MPEeAIpPOEKTHOTO o6CcrIemoBaHus
00beKTOB WHGOPMATHIAUUKU U
BHIENEeHHHX(3amuIaeMB X)
MOMeIleHuH

3HaeT cofepxXaHWUe U TNOPAMOK
OesdTelNbHOCTH NepcoHana o0OBEKTOB
KPUTUYECKOH nHGOPMALUOHHOM

UHGPACTPYKTYPH XU ee YacTed. 3HaeT
HOPMAaTUBHYI0 0a3y, periaMeHTUPYIOIYI0
mporeccH obecrnedyeHuss HHHOPMAIMOHHON
6e30maCHOCTH O0OBEKTOB KPUTUYECKOH
HHDOPMAIMOHHOW HHGPACTPYKTYPH H ee
4acTeu.

YMmeeT paspabaTrBaTh OpraHU3alMOHHO-
pacnopsigUTEeNbHbEe HOKYMEHTH IO
obecredeHn0 6e30mMaCHOCTH 3HAYUMEIX
00BEKTOB KPUTHYECKOH MHOOPMANKUOHHON
UHPPACTPYKTYPHL.

BrnameeT TEeXHMYECKMMH MepaMu
obecneueHus] 6e30MACHOCTH 3HAYUMBIX
00BEKTOB KPUTHUECKOH HHPOPMAIUOHHOH

UHPPACTPYKTYPHL.
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TK-1

BrmageeT MeTOOMKON MpPOBENEHUS
MPeAnpoeKTHOTO0 00CemoBaHUSA
00bekTOB HHGOpDMATU3AUUU WU
BEHIEJNEeHHHX(3amKuIlaeMBIX)
MOMEIIeHU U

BrnameeT MeTOLUKON IIPOBeNeHUS
IPEennpPOeKTHOTO o06crenoBaHus
00beKTOB wuHGOpPMATHU3AUUU U
BBIZIEIEHHBIX 3alIUITAEMBIX IOMEIIEHUH.

ViMeTh OIBIT IPOBENEeHUS IPENNPOEKTHOIO
o0cenoBaHus 00HEKTOB MHGOPMATH3AUUU
U BBEIIEJIEHHBIX 3allUIIaeMbIX TOMEIIeHIH.
YMeThb BHIIONHSITH IIPDOEKTUPOBaHUE U
pa3paboTKy CUCTeM, KOMIIJIIEKCOB, CPEefiCTB
u TEXHOJNOTHUH obecneyeHus
vHGOpPpManuOHHOW 6e30mMacHOCTH.
BrnapmeTs HaBHKamMu paboTh B cpeme CASE-
CPENCTB aHajlu3a U IOPOEKTUPOBAHUSA
CUCTEeM HaBHIKAaM{ MHCIOJIb30BAHUS B
NPaKTU4YEeCKOM [esSTeNbHOCTU HOBHIX
3HAHUH ¥ YMeHUH.

3HaTh METOJOJIOTHI0 IIPOEeKTHPOBAHUS

CHCTeM, KOMIIJIEKCOB, CPEACTB W
TEXHOJNOTHUH obecmeyeHUu s
UHGOPMAIMOHHOHU 6e30macHOCTH,

HeOGXOHHMHe OIst pa3pa60TKH CHUCTEM,

KOMIIJIEKCOB, CpPEeICTB ¥ TEXHOJIOTUU
obecmeyeHUus HHDOPMAIUOHHOH
6e30mMacCHOCTH.
I1K-2 Crnoco0eH HMPHUBONUTL aHANMUTHUYECKOe|3HaeT 00IMue MPUHIIUNE OpPTaHU3AIUU
CnocofeH MPHUBOMYUTH|0O0CHOBAaHNE HEOOXOMUMOCTH CO3TAHUA(3AIMUTEH 00BEKTOB KPHUTUYECKOH
aHANUTHYeCKoe 000CHOBaHUeE|CHCTEM 3aIIUTH UHDOPMALUU UHPOPMaIMOHHOM HHPPACTPYKTYPEL U ee

HeoOXOOUMOCTH CO3HAHUS CUCTEM
3aUTE UHGOPMAIMH

4acTew.

YMeeT opraHHW30BHIBAThH 3AIIUTY 0OHEKTOB
KPUTUYECKOH HHGOPMALUOHHOM
UHPACTPYKTYPH U ee YacTe#l C y4eToM
OEeUCTBYWOIUX HOPMATUBHHX H
MeTOAUYEeCKHX NOKYMEHTOB.
Bnageer MeTOmUKOH oOnOpefeleHUus
KaTeropuu o0OBEKTOB KPUTHYECKOH
uHGOPMAIMOHHON HH(PACTPYKTYPHL.

TIK-2
CnocobeH NPUBOOUTH
aHanuTH4YeckKoe 00OOCHOBaHUE

HeoOXOOMMOCTH CO3OAHUS CHUCTEM
3amuUTE UHQOPMaLUU

ITpuBOmUT aHANKUTHYEeCKOe 000CHOBaHUE
He0oOXOJUMOCTU CO3LAHUS CHCTEM
3aMUTH UHGOPMAIUU.

ViMeTh OMHIT NPUBEJEHUS aHAIUTUYECKOe
060CHOBaHNE HEOOXOOMMOCTH CO3[OaHUS
CUCTEM 3al[UThl HHPOpPMAIUY.

YMeTs npoBomuTh 060CHOBaHME COCTaBa,
XapaKTEePUCTUK ¥ (YHKIUOHATBHEIX
BO3MOXKHOCTEH CHCTEM ¥ CPE[CTB
obecrmeyeHus HHGOPMALMOHHOM
6e30macHOCTH O00BEKTOB 3AIIUTH.
BrnageTs HaBHKaMHU 06eCHeYeHUS
“UHGOPMAUOHHOHN 6e30IaCHOCTLIO
00BEKTOB 3ALIUTEL

3HaTh POCCHUUICKUE U MeXOYHapOOHBIE
CTaHAapTH B 007acTd MHPOPMALUOHHOU
6e30I1aCHOCTH.

MK-3

BragmeeT HOPMATHBHO-METOOUYECKOM
0a3or obOecmedyeHUs 3al[UTH
CBEEeHHH, COCTaBIAIIIKUX
TOCYJApCTBEHHYI0 TaWHY

BrnageeT HOpPMaTHMBHO-METOOUYECKOU

0a30i o0ecreyeHns 3alIUTHl CBeIEHUH,
COCTABNANNIIUX TOCYJAaPCTBEHHYIO
TauHy.

3HaTh HOPMATHUBHO-IIPABOBOE O0ecIedYeHre
cepTudUKAOUU TEXHUUYECKHUX U
IPOTrPaMMHEX CPEACTB 3aMMUTH
uHGOPMAINY, IPABUIA JIUIEH3UPOBAHUS U
cepTuduKanUu B 00JIACTH 3AIMIUTH
nHGopMauuu; NOPSANOK IPOBEeAEHUIT
aTTecTauuu 00BEKTOB MHGOPMALUOHHOU
3QIUTHL.

YMeTh IPUMEHSTh CTaHZAPTH U OpYyrue
HODMAaTUBHEE OOKYMEHTH IIPU OIEHKE,
KOHTDOJIe KayeCTBa YU CepTHUOUKAIUY;
OTIpefeNsiTh PalMOHAJIBHEIE CIOCOOH H
CPenCTBa 3alUTH HHPOpManuy Ha 00beKTe
nHbGOpMAaTHU3alUN; opraHu3o0BaTh
MepONpHUATUS 10 3aluTe HHGopMauuu Ha
o0bekTe HHGOPMATU3AIUN.

BnapgeTs cxemaMu cepTudUKaLuu u
nmpaBUIaMu ODeKlTapUpOBaHUSI
COOTBETCTBHUS; IPU3HAKAMU 0053aTeIbHOH
¥ DOGPOBOJILHOM CepTUhUKALINH.
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TK-3

BrameeT HOPMATHBHO-METOTHYECKOM
fa3oii obOecHmedyeHUS 3aAIUTH
CBeJeHHuH, COCTABISIOIIUX
TOCYyHapCTBEHHYI TaUHY

BrmageeT HOPMATHBHO-METOOUYECKOU
0a30ii oOecreuyeHnsT 3alUTH CBEIEHUH,
COCTABNAIUX TOCYHapCTBEHHYIO
TalHy.

ViMeTh ONBIT IOATOTOBKM HOPMATUBHO-
MeTONUYEeCKOH 6askl.

YMeTh UCIIONIb30BaTh MOJTyYEHHEIE 3HAHUS B
npoheCcCHOHANBHOMN eI TETPHOCTH.

BrnameTh HOPMaTHBHO-METOOUYECKON 6a30i
obecneyeHUs 3amUTH CBEeJEHUH,
COCTABIISAIOMINX TOCYIAPCTBEHHYIO TalHY.
3HaTh HOPMATUBHYIO 6a3y ns obecrnedeHus
3aIMUTH CBEJEHWH, COCTABISIOMUX
TOCyLapCTBEHHYI0 TaUHY.

TIK-3

BrnagmeeT HOpMaTHBHO-METOOUYECKOM
0a30i o0O0eCHeYeHHUST 3AIUTH
CBENeHUH, COCTABISIOMIUX
roOCygapCTBeHHYI TaUHY

Bnageer HOpMaTHBHO-MeTOHH‘IBCKOﬁ

0a30i oOeclieyeHns 3alIUTLl CBEIeHHUH,
COCTABAAIIUX TOCYOAPCTBEHHYIO
TalHy.

VIMeTh OMEIT MOATOTOBKM HOPMATHUBHO-
MeTONMYEeCKOH 0a3Hl [0 3alUTe CBeNeHHUIH,
COCTAaBIISIOMUX TOCYIAPCTBEHHYIO TalHY.
YMeTh OpraHu30BaTh pPabOTy IO CO3[AHUIO
nin Monepnusaumu CUCTEM, CpeJICTB u
TEXHOJNOTHH obecmeyeHUus
vHGOPMAIMOHHOK 6€30MacHOCTH B
COOTBETCTBUY C ITPABOBEIMU HOPMATUBHBIMHU
aKTaM¥ ¥ HOPMATHBHHIMU METONUYECKUMHU
IOOKyMEHTaMH.

BrnameTh 3HAHUSIMM 3aKOHOJATENbHBIX U
MIPaBOBHLIX aKTOB B 00/1acTH 6€30MaCHOCTH;
MpaBUIaMHd COCTABJIEHHUS JIOKAbHEIX
HOpMaTI/IBHI)IX adKTOB U pel"]’[aMeHTOB B
o6acTy HHPOPMALIMOHHOM 6e30IIaCHOCTH.
3HaTh OCHOBHbIE TIPHUHLMUIME OpraHW3alUuU

CHCTEM, CPEeNCTB ¥ TEeXHOJOTHH
obecmeuyeHus HHGOPMALMOHHOM
6e30IaCHOCTH.
IK-3 BnameeT HopMaTHBHOW 6a3o0i|3HaTh TpeGOBaHUS TIPABOBHIX aKTOB B
BragmeeT HOpMaTUBHO-METOOMYECKOH[oOecmedeHUsT 061acTu 3amUTH(|06/IaCTH 3AIMUTH TOCYOAPCTBEHHON TalHBI
6a3o#t obecmedyeHus 3AMUTH[TOCYZAapCTBEHHOH TaWHH,u HHOOPMAUMOHHOHE 06e30maCHOCTH,
CBeIeHUH, COCTaBNAMUX|/UHGOPMALUOHHON 6e30MacCHOCTH,|peXkrMa CEKPETHOCTU

roCygapCTBeHHYI TaUHY

co0oneHust pexrnMa CEeKpPeTHOCTH.

YMeTs cobnioomath B npodecCHOHANbHOH
OesaTelIbHOCTH Tpe60BaHI/IH IIPAaBOBEIX aKTOB
B o6rmacTu 3aImUTH HHOOPMALUU WU
CBeJeHUI COCTABISIOMINX TOCYIaPCTBEHHYIO

[K-4
CnocofeH opraHH30BHBaTh XU
CONPOBOXMATH aTTeCTalHuIo

00BEKTOB BBIYUCITUTEIBHON TEXHUKH
¥ BHOENIEHHHX (3alUI[aeMbIX)
MoMelleHWH Ha COOTBETCTBHE
TpeOOBaHUSAM 1O 3allUTe
HHbOpMaUnuu

CmocobGeH OpPTraHW30BHIBATL U
COIMPOBOXKMATh aTTeCTalnuio 00LEeKTOB
BRHIUUCIUTENbHON TEXHUKH U
BBIJEJI€HHEIX (3amumiaeMbXx)
MoMeIleHUW Ha COOTBETCTBHUE
TpeGOBaHUIM II0 3aIUTe UHHOPMALUK

TalHy

BrnageTs HaBHKaMHU 06eCHeYEHUS
coOyIoneHnsT pekXuMa CeKPeTHOCTH
3HaerT HODMATHUBHYIO 6a3y,

periaMeHTHPYIOIIYI0 IPOIeCCH aTTeCTaluu
00BHEKTOB BHIUHCIHUTENbHON TEeXHHUKH H
BHIIEJIEHHHIX (3alllUIllaeMbIX) ITOMeIleHuMR
Ha COOTBETCTBHE TPeOOBAHUIM IO 3alUTE
uHpoOpMauu

YMmeeT paspabaTrBaTh OpPraHU3aIMOHHO-
pacunopsguTeNnbHble HOKYMEHTH IIO
CONPOBOXKIEHUI0 IIPOILECCOB aTTEeCTaluu
00BEKTOB BHIYHCIHTENbHON TEeXHHUKH H
BBITIEJIEHHBIX (3aIIMINAeMBIX) TOMEINeHUuH
Ha COOTBETCTBHE TPeOOBAHHUAM IO 3aIlUTe
vHbOpPMAIUHR

ViMeeT OmBIT OpraHM3aluy aTTeCTaluu
00BEKTOB BHIYHCIUTENbHON TEeXHUKU U
BHIIEJIEHHBIX (3allfUIlaeMbIX) IOMEIIeHUuHR
Ha COOTBETCTBUE TPEOOBAHUAM IO 3AIIUTE
uHdopmMauu
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TK-4
Cnoco0eH OpPraHW3O0BHIBATH W
COTMPOBOXAATH aTTecTanuio

06'beKTOB BI)I‘{I/IC]'[I/ITGHI:HOI;I TEXHUKHU
M BHOEIEHHHX (3alHI[aeMbIX)
MoOMeIleHUX Ha COOTBETCTBHUE
Tpe6OBaHUSAM 1O 3allUTeE
HHbOpPMALUU

OpraHusyeT U COIPOBOXAOAeT
aTTecTalnuio 06 bEeKTOB BHIYUCIUTEIBHOM
TeXHUKU U BBIOEJIEHHEIX 3allUIaeMbIX
NOMeIleHUNA HAa COOTBETCTBUE
TpeGOBaHUSIM II0 3aIUTe HHHOPMALIUH.

VMeTh ONHT OpraHW3aUUU WU
CONPOBOXKIEHUS aTTeCcTaluud OOLEKTOB
BHIYMCIIUTEIbHON TEXHUKHU U BHIAEJIEHHEIX
3allMIaeMbIX ITIOMeIeHUH Ha COOTBETCTBHUE
TPeGOBaHUSIM II0 3aLIUTe UHGHOPMALIHH.
YMeTr IPOBOOUTH 3KCIEPUMEHTATbHEIE
HCCIIENOBAHUS 3aIUIIEHHOCTH 00BHEKTOB,
paspabaTeBaTh TpeOOBAHUS K 3QIIUTE OT
yTeuyeK M0 TeXHUYECKUM KaHaJlaM.

Brnamets MeTOmaMu WHCTPYMEHTAIBHOTO
KOHTPOJIST 3aIUIIEHHOCTH O0GHEKTa.

3HaTh MOHATHS KOHTypa 0e30IacHOCTH,
¢dbusuyeckue U MaTeMaTU4YeCKHe MeTOIH!
HCCTIENOBAHUS 3aIUIIEHHOCTH 00BEKTOB;
TIOPSINOK IIPOBEEHNS aTTECTAllui 06 HEKTOB
uHdopMaTulanuu 1Ho TPeOGOBAHUAM
6e3omacHocTu uHMOpManuu, TpeboBaHUSA
CTAaHZAPTOB ¥ MHHX HOPMAaTHUBHO-
TEXHUYECKUX TOKYMEHTOB 10 6e30MacHOCTH
uadopmManuu, YyTBEPXAEHHBIX
Foctexkomuccuenr Poccum.

TIK-4

Cnoco06eH OpraHU30BHBAThH U
COIPOBOX[AThH aTTeCTalKuIio
00BEKTOB BBIYHCIIUTEIBHON TeXHUKH
M BHOEIEHHHX (3al[uI]aeMBbIX)
MOMeIlleHWH Ha COOTBETCTBHE
Tpe6OBaHUSAM 1O 3allHUTe
nHpopManuu

OpraHu3yeT U COIPOBOXAOAET
aATTeCTAINI0 00BEKTOB BEIYMCIUTEILHON
TEXHUKH U BBIJEJIEHHBIX 3alUIa€MBIX
MOMeUleHUN Ha COOTBETCTBUE
TpeGOBaHUSIM II0 3aIuTe WHHOPMAIUH.

ViMeTh ONBIT OPTaHMU3AIUU IOATOTOBKHU
00BEKTOB BEIUHCIHUTENbHON TEeXHHUKH U
BBIJIEJIEHHBIX (3alllMIaeMbIX) ITIOMEIeHuN K
arTecTauuy mo TpeGoBaHUSIM 0€30IMaCHOCTH
uHdopmaIuu.

YMeTh TOAr0OTaBIMBATE OOBEKTH
BHIYMCIIUTENIbHON TEXHWKHM W BEIETI€HHEBIE
(3amruInaemMee) MOMeINeH s K aTTeCTaluu
no Tpe6oBaHUSAM 0€30MAaCHOCTH
vHpopMauuu.

BrameTsr MeTOmAMHU IIOATOTOBKM OOBLEKTOB
BBIYMCITUTEIbHON TEXHUKH Y BHIIETIEHHBIX
(3amuIaeMsIX) IOMEIeHHH K aTTeCTalluH.
3HaTh TOPSAHNOK aTTecTaluu OOBHEKTOB
vHbOpPMATHU3allud Ha COOTBETCTBUE
TpeGOBaHUSIM II0 3alUTe HHOOPMAIUH.

TIK-5

CnocobeH OpraHW30BHBATH W
MPOBOJUTL IPUEMOYHbIE UCIIBITAHUS
C3H, BBopuTh B 9KCIuTyaTtanuo C3U

OpraHu3yeT W MPOBOAUT MPHUEMOYHEIE
ucnuTanus C3UM, BBOOHUT B
skcnnyataunuio C3U.

ViMeTh ONHIT OpraHM3allU¥ IPUEMOYHEIX
WCIBITAHUY CUCTeM 3aIlXTH HHPOPMalUH.
YMeTh OpraHU30BHIBATh IIPUEMOUYHEIE
WCIIBITAHUS CUCTEMEl 3aIIUTH UH(DOPMAIUY.
BrnageTrsr cnoco6aMu TNPUEMOYHBIX
ucneitanuit C3U, BBO#a B 3KCIIyaTalXIo
C3HU.

3HATh METORH 3AUIUTH UHGOpPMAIUU OT
yTed4dKH, 3KCIJIyaTAaOUOHHYIO
OOKYMEHTalul Ha CHCTEMY 3aIlUTH
uHopMaIuu.

T1K-5

Cnocob6eH OpraHW30BHBATH ¥
MPOBOAUTL IPUEMOYHbIE UCIIBITAHUS
C3H, BBopuTh B 9KCcIuTyaTtanuo C3U

Crioco6eH OpraHu30BEBaTh U IIPOBOJUTE
IpueModHHle ucnbTaHus C3Y, BBOOUTH
B 9KcIryatauuo C3H.

HopmaTuBHEE TpaBOBHE AaKTH,
MEeTOOMYeCKHe JOKYMEHTH, HallMOHAIbHEIE
CTaHJAPTH B 06/1aCTH 3aLUTH WHGOOPMALIUH
OTPAHMYEHHOT0 MAOCTyIla ¥ aTTECTALUH

060bekTOB HHGOpPpMAaTH3AUUU Ha
COOTBETCTBHE TPEeOOBAHUSAM IO 3AIUTE
vHbOpPMAIUH

YMeTh OpraHU30BEIBATH BBOJ CHUCTEME
3aIUTH UHGOPMAIUK B 9KCIUTyaTalHIo.
BrameTh HaBHIKAMU BBOZA CHCTEMEI 3AIIUTH
UHGOPMAIUY B IKCIIIyaTallHIO.
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[K-5

Cnoco06eH OpraHU30BHBAThH U
IIPOBOMUTE NIPUEMOYHEIE MCIBITAHUS
C3H, BBopuTH B 9KcIIyaTtanuo C3U

OpraHu3yeT U NPOBOAUT NPUEMOYHEIE
ucnetTanusgs C3UW, BBOOUT B
skcnnyartanuion C3U.

ViMeTh ONHT OpraHU3allu¥ IPUEMOYHEIX
WCIBITAHUYM CUCTEM 3aIlXTE UHPOPMAaLUH.
YMeTh OpraHU30BHIBATb IIPUEMOUYHEIE
HUCIBITaHUSA CUCTEMBI 3alllUThI I/IH(bOpMa].[I/II/I
Brnagmetrs cmoco6aMu NPHUEMOYHEIX
ucneiTanut C3U, BBO#a B 3KCIIyaTalXIo
C3HU.

3HATh METORH 3ALIUTH HHGOPMAIUU OT
yTed4KH, 3KCINIyaTaAaOUOHHYIO
OOKYMEHTalul0 Ha CHUCTEMY 3aIlUTH
vHbOpMaIUHU.

[K-5

CnocobeH OpPraHU3OBHBATH WU
IIPOBOMUTE NIPUEMOYHEIE UCTIEITAHUS
C3H, BBopuTh B 9KcITyaTtanuo C3U

Croco0eH OpraHW30BLIBATH U IPOBONUTD
npueMouHsle ucneTaHusa C3U, BBOOUTH
B 9KcITyatauuio C3U

HopmaTtuBHy0 0a3y perjaMeHTHDYIOLIYIO
npueMoyHble ucneitanusa C3U npu BBofe B
aKcmtyatanuo C3U

YMmeeT OPraHU30BEIBATE IPUEMOYHEIE
WCIBITAHUS CUCTEMEI 3aIIUTH HHGOPMaIuu
MeTomaMu oOpraHu3anus NIPUEMOYHEHIX
UCTIBITAaHUYN CUCTEMBI 3aIUThl HHOOPMAIT

[1K-6

[IporHO3upyeT pPUCKH B
nHpOpPMaNMOHHON 0E30TaCHOCTH K
yOpaBIsgeT HHIUJEHTaMu
uH(OPMAIMOHHON 0€30IaCHOCTH

[Iporaosupyer puckKu B
nHGOPMAIMOHHOH 6e30MaCHOCTH WU
yIpaBuIsgeT UHOUOEHTAMH
HHGOPMAIMOHHOHN 6€30MaCHOCTH.

ViMeTs ONHIT ONpEReNeHUs DPUCKU B
MHGOPMAIMOHHOW 0€e30MaCHOCTH W
yIpaBlIeHUS HHOULZEeHTaMu
vHGOPMANUOHHOW 6GEe30mMacHOCTH.
YMeTh IPOBOAUTL KaueCTBEHHYI0 OIEHKY
PUCKOB, OIpefeNsiTh BePOATHOCThH
peanu3aluy yIpo3bl 10 OTHOLIEHUIO K
nHGOPMAMOHHOMY aKTHUBY, ONPENEeNiTh
YyPOBEHb BO3MOXHOCTH YCHEIHOHU
peanu3alyy yIPO3B C YIETOM TEKYIIEro
coctosHus Wb, BHeIPEHHEIX MEP U CPENCTB
3AMIUTHL

Bnagmets MeTomaMu pa3paboTKH MeD
6e30macHOCTH, KOHTPMED U [AeHCTBUH 110
KaX[o¥ aKTyaJIbHOM yrpo3e [OJig CHUXKEHUS
VPOBHSL PUCKA, YIPaBIATh UHIUAEHTAMU
uHGOPMaIMOHHO! 6€30I1acHOCTH.

3HaTh KOJNMYECTBEHHHH U KayeCTBEHHHIN
TIOAXOQH! K OIleHKe PUCKoB UB.

[1K-6

[IporHO3upyeT pPUCKH B
nHpOpMauuoHHON 0E30TaCHOCTH K
yOpaBIsgeT HUHIUOEHTaMU
HHGOPMAIMOHHOM 0e30IaCHOCTH

CnocobeH MOCTPOUTH MOAEJEeH yrpo3
nHdopmManuoHHOW 06e30TacCHOCTH,
BHISIBJIITH U OIEHUBAThH aKTyalIbHOCTHU
yrpo3 HHGOPMAIMOHHOMK 6€30IacHOCTH,
MOCTPOEHUS UX MOAeJlied Q[IA
onpeneneHus TpeGoBaHWM O 3amuTe
rHbOpMauu

3Haet 00my0 uHbOPMAIHK0 00 yrpo3ax u
HapymuTenax 6e3omacHocTH MHGoOpMauuu
KOMIIBIOTEPHBIX CHUCTEM. 3HAET METOTUKY
BBHISIBJIEHUS ¥ OLEHKY aKTYaJlbHOCTH yTPO3
UHGOPMAIMOHHOU 6e30macHOCTH,
TIOCTPOEHUS UX Mofiefiell 7Sl OIpefeleHnus
TpeboBaHUil 0 3amuTe HHGOPMAUY

YMeeT BHABNSATH ¥ OLEHHUBATH
aKTyaJlbHOCTH Yrpo3 HHGOpPMaIuOHHOH
6e30maCHOCTH, NOCTPOEHUS UX MopeleH
o715l ompepeneHusl TpeOOBaHUH O 3aIIUTe

uHdopmauu
Bnagmeer HaBHKaMu paboTH C
HOPMATUBHEIMU [OOKYMeHTaMH IO

ompepeneHui0 TpPeGOBaHWH O 3aluUTe
HHPOPMAIMK KOMIIBIOTEPHBIX CHCTEM.

IIK-6

lIporHO3UpyeT PUCKH B
nHpopManuoOHHON 0€30IacCHOCTH K
yopaBiadeT MHIOHUOEHTaMHu
“HDOPMAIMOHHOM 0€30IaCHOCTH

lIporHO3UpyeT PHCKH B
HHGOPMAIMOHHOW 0e30TMaCHOCTH WU
ynpaBnsier HHIOUOEHTaMHu
uHGOpPMAaIMOHHON 6€30I1aCHOCTH.

VMeTh ONHIT aHajlu3a pPUCKOB B
MHGOPMAIMOHHOK 0€30IMaCHOCTH W
yOIpaBIeHHUH HHOUUOEHTAMUu
uHbGOpMAIUOHHONX 6Ee30IMaCHOCTH.
YMeTb OpraHU30BaTh IPOIECC YIPABIeHUS
“HGOPMAIMOHHON 6€30TacCHOCTHIO.

BrageTs HAaBHIKAME yIPABIEHUS CHCTEMOH
“HGOPMAIMOHHOK 6€30MaCHOCTH.

3HATh NOPSOOK OPTaHU3AIMY OesTEbHOCTH
MO0 YyOpaBlieHHWIO HUHPOPMAIUOHHOH
6e30I1aCHOCTHIO.

YauBepcanbabie KomneteHIuu(YK)
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YK-1

Cnocoben OCYI[EeCTBIATH
KPUTUYECKUM aHanu3 NpobJIeMHEIX|
CUTyallUdl Ha OCHOBE CUCTEMHOTO
nonxopa, BEIpabaThBaTh CTPATETHI0
OeucTBUl

OcymecTBnsieT KPUTHYECKUN aHANU3
npo0eMHEX CHUTyaluil Ha OCHOBe
CUCTEMHOTO IIO[XOfa, BhHpabaTkBaTh
CTpaTerui0 [euCTBUIL.

VMeTh ONHT aHanu3a NOPOGIEeMHEIX
CHUTyaluil Ha OCHOBE CHCTEMHOI'O [TOIXOfIa
YMeTh aHaNM3uUpOBATH HEOOXODUMYIO
nHbopManuio B obr1acTu UHGOPMALUOHHON
6e3omacHOCTH, CcoOmepXamylocs B
pPa3nuyYHHX (HOpMax OTYETHOCTU M IIPOYUX
OTEYECTBEHHEIX U 3apy0eKHEIX UCTOYHUKA.
BnageTr HaBHKAMH HHTEpPIPETAlUH
uHGOPMALUK, CoIepXKaleics B Pa3IHUHEIX
OTEYECTBEHHHIX U 3apy0eKHBIX HCTOYHUKAX
B ofOmactu UHGOPMAUUOHHOH
6e30IaCHOCTH.

3HaTh cr1ocobrl c60pa U 06PabOTKHU NaHHEIX,
METO[OJIOTHIO ¥ CIIOCOOH! MCCIIeJOBAaHUS B
o0nacTy HHPOPMALMOHHOM 6e30IIaCHOCTH.

YK-1

Cnocoben OCYIIECTBIATH
KPDUTUYECKUY aHANU3 IPOOJIEeMHEIX
CUTyallMyi Ha OCHOBE CHUCTEMHOTO
moaxofa, BEIPabaTHBAaTh CTPATETHIO
OEeuCTBUU

AnanusupyeT npobIeMHYI0 CUTYAIUIo
KaK CHCTeMYy, BHABIAS €€
COCTaBIIAIOUINE U CBSI3U MEXAY HUMH,
pa3pabaTreBaeT U COOepXKATEIbHO
ApPTYMEHTHUPYET CTPATETHI0 DELIeHUs

3HaTh OCHOBHI CUCTEMHOTO ITOAXOMa.

YMeTh 0CyIIecTBIATh KPUTUYECKUY aHaIU3
mpoOIeMHBX CHTyalHHd Ha OCHOBE
CHCTEMHOT'0 IIOAXOMa.

BrnameTs HaBHIKaM¥ BRHIPAOOTKHM CTpaTETHiH
e CTBUM.

VK-2
Cnocob6eH ympaBisTh IPOEKTOM Ha
BCEX 9TallaxX ero JXKU3HEHHOTO LUKJIa

3HaeT OCHOBHEIE MOLENHU XKU3HEHHOTO
I[UKJIa IPOEKTa, ero 3Talk U (a3w, ux
XapaKTePUCTUKU ¥ 0COOEHHOCTH.

3HaerT OCHOBE HOCTPOEHUSI
nH(OPMAaLOHHO-BEYUCITUTEIBHEIX CHCTEM;
IepedYeHb KOHCTPYKIUH u 6Gubnuorex
SI3BIKOB IPOTPAMMUPOBAHUS, IPUHIKUIIOB
MIOCTPOEHUS IPOrpaMM B IPOLEAYPHO-
OPUEHTHUPOBAHHOX U O0O0BEKTHO-
OpHEHTHPOBAHHOU mapajuUrMmax.
YMeeT peanu30BHBATH aNTOPUTMBL Ha
SI3BIKE NMPOTPAMMUPOBAHUS, OCYIIECTBIATh
paboOTEl C MHTETPUPOBAHHOU CPELOU
pa3paboTKu IIPOrpaMMHOr0 o6ecrnedeHus,
IPOBOJUTL OLEHKY BHYUCIUTEIbHOH
CJI0XKHOCTH.

Bnapgmeer HaBHKaMu paboTH C
WHTETPUPOBAHHOU cpemoi pas3paboTku
IIPOTPaMMHOTr0 00ECIIeUeHNsI, ONPENeIEHNS
BEIYUCIIUTENILHON CII0KHOCTU PEATTN3YEeMEIX
QITOPUTMOB.

YK-2
CrnocobeH ympaBiIsaTh IPOEKTOM Ha
BCEX JTAllaX ero JKU3HEHHOT0 IUKJIa

YmpaBnaTh npoekToM Ha co3panue C3U.

MMeTh ONEBT IOCTPOEHUS CHCTEM
yIpaBieHUs IPoeKTaMM 1o pa3paboTke
cucteMsl HHGOpManXOHHON 6e30macHOCTH
nHGOPMAIMOHHEIX CHCTEM B YCIOBHSAX
IPUMEHEHUSH COBpPEMEHHBEX
UHGOPMAIMOHHEX TEXHOJIOTHH.
YMeTs MOfEenupoBaTh PUCKU.

BnameTs NMOHMMAaHHUEM CTDPYKTYPH X
CHUCTEMB B3aMMOCBS3M IIPOLECCOB
yIIpaBJIeHuS.

3HaTh HOPMATHUBHbIE AKTH U CTAHJAPTH B
obracTy ympaBleHHS NOPOEKTaMHU IO
paspaboTke cucteM HHGDOPMALUOHHOH
6e30I1aCHOCTH.

VK-2
Crnoco6eH ympaBisTh IPOEKTOM Ha
BCEX 9TallaxX ero XXKU3HEHHOTO LUKJIa

Pa3spabaTeiBaeT KOHIEMIIXIO TPOEKTa B
paMkax 0003HAaUEHHOU NPOGIEeME:
bopMynupyeTr 1Uenb, 3amauvu,
00OCHOBEIBAET aKTyaJlbHOCTS,
3HAYUMOCTh, 0XKHUAAeMEIE PE3YIIbTaTH U
BO3MOKHHIE CHEPH UX TPUMEHEHNSI.

3HaTh 0COGEHHOCTH YIIPABIEHUS IPOEKTOM
Ha BCeX CTafugxX U JTanax XKU3HEeHHOTO
LUKIIa.

YMeTh ynpaBisTh IPOEKTOM Ha BCeX 3Tanax
€ro XM3HEeHHOT0 IIUKJIA.

VK-3

Cnoco6eH OpPraHW30BHBATH W
PYKOBOAUTE paGoTOd KOMAHIH,
BhHpaGaTeBas KOMaHOHYIO
CTpATerui0 [Jis [OCTUXKEHHUS
IIOCTaBJIEHHOU IIeTIH

[ImaHupyeT U KOPpPeKTupyeTr paboTy
KOMaHJOH C Y4Y€eTOM HHTEPecoB,
0COOEHHOCTEH TOBENeHUS U MHEHUH ee
YJIEHOB.

3HATh OCHOBH PaboOTEH B KOMaHAe H
MOPSIIOK BHIPAGOTKY KOMAHIHOW CTPATeruu
U1 MOCTHKEHMSI IOCTABJICHHOM I[EJIH.
YMeTb OpPraHU30BEBATE U PYKOBOOHUTH
paboTol KOMaHIbL.

BrameTh HaBHIKAMK PYKOBOACTBA PaboToOH
KOMAHOH ¥ BHPaOOTKH KOMaHOHOM
CTpPaTeruu s JOCTHUKEHMS ITOCTABIEHHON
LIeTIH.
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YK-3

Cmoco0eH OpPraHu30BHBATH H
pPykoBoouTh paboToi KOMaHIH,
B]:Ipa6aTbIBaH KOMaH)Z[HyIO
CTpaTeru [N HJOCTUXEHHUS
ITOCTaBJIEHHOW IIETH

Bripa6aTeiBaeT KOMAHOHYIO CTPATETHIO
¥ opraHusyeT paboTy KOMaHOH [Jis
OOCTHKEHMUS 11eJiei

3HaTh 0COOEHHOCTH, OCHOBHEIE METOMNHI U
TEeXHOJOTHH pa3paboTKH KOMAHOHOU
CTpaTerdu¥ W OPTAHU3AUMH KOMAHOHOU
paboTHL.

YMeTh NpUMEHSITh 3HAHUS II0 BHIPAbOTKe
KOMAHIHOW CTpaTerud OpPraHU3alUHu
paboTH B KOMaHJeE.

BrnageTh HaBHIKaMH OpPTaHHU3AIlWU H
PYKOBOACTBA paboTO¥ KOMAaHMHL.

YK-3

Cnocob0eH OpPraHW30BHBAThH W
pPyKoBOAUThL PaboTOH KOMaHTH,
BeipabaTwBas KOMaHOHYVIO
CTpaTerui [ OOCTUXEHUS
IIOCTABJIEHHOH IIeJIN

OprazusyeT paboTy IepCcoHaa CIyKOb
HHOOPMAIMOHHOK 06e30mMacCHOCTH IIO0
IIOATOTOBKE IIPOEKTa OpraHU3alllOHHO-
pacIopsafuTeNbHON NOKyMEeHTalluu Ha
CHCTEMEI 3aIIUTH UH(DOPMAIUH.

ViMeTh ONHIT OpraHu3anuu 00y4eHUd
TepCOHANIa MCHOJb30BAHUI0 TEXHUYECKUX,
IIPOrpaMMHBIX (IPOrpaMMHO-TEXHUUECKUX)
CPefCTB 3alUThl HHPOPMaLUH.

YMeTh opraHu30BEIBaTh paboTy KOMaH/EL II0
NOATOTOBKE IpPOEKTa OpPTaHMU3aIl[MOHHO-
pacmopsifUTeNnbHON OOKYMEHTAalWu Ha
CUCTEMEHI 3aluTE HH(pOpManuu.

Bnageth MeTomamMu OpraHu3alu¥é Mep,
obecnieynBaomuX 3GGEeKTUBHOCTH CUCTEMEL
3ammTE HHGOPMAIUH.

3HaTh OCHOBH TPYAOBOTO
3aKOHOpmaTenbCcTBa, TpeboBaHus [OU
paboTHUKOB CNyk0b MHGOPMALKXOHHOMN
6e30I1aCHOCTH.

YK-4

CnocofeH NPUMEHSTh COBpEMEHHbIe
KOMMYHUKATHUBHHIE TEXHOJOTHH, B
TOM YHCJIe HAa HHOCTPaHHOM(BIX)
si3bIKe(ax), OIS aKaJeMHU4YecKoro u
mpodhecCCHOHANMBbHOTO
B3aMMOJEHCTBUS

ApryMeHTUPOBAHHO ¥ KOHCTPYKTUBHO
OTCTauBaeT CBOM IIO3ULIHU U HUEHU B
aKageMUYeCKNX U IpodeCcCHOHANbHBIX
OUCKYCCUSAX Ha TOCY[apCTBEHHOM S3bIKE
PO 1 nHOCTPAHHOM S3BIKE.

3HaTh MpaBHia KOMMYHHKATHBHOTO
IIOBEAEHUA B CUTyalUsAX MEXKYJIIBTYPHOI'O
Hay4YHOTO ¥ IPOo}eCCHOHANBHOTO OOIIeHNUs
B YCTHOM ¥ IMCBMEHHOM (popMax.

YMeTh OCymeCTBIATH YCTHYIO
KOMMYHHUKAIUI0 B MOHOJOTHYECKOU U
oUaNoTH4ecKod QopMax B CHUTyaUHAX
HAYYHOTO U HPOGEeCcCHOHANBHOr0 oOMeHa.
BrnageTs TePMUHOOTHYECKUM aNlapaToM
IO TeMe HCCIefOBaHUd, 0a30BHIMU
NPpUHIUIAMUA CTPYKTYPUPOBAHUA U
HaNWCaHUS HAY4YHBX NyONUKaAIUN;
HABHIKOM pabOTEl C MeX[AYHAapOLHBIMHU
0a3zaMyu HayYHOU HH(OPMAIUH.

YK-5

Cmoco0eH aHANMM3UPOBATH U
VUUTEIBATH Pa3HooOpa3ue KyIbTyp B
mpoIiecce MEeXKYJIbTYPHOTO
B3aUMOLEUCTBUSA

BricTpausaer colualbHOE
npodeccroHanbHOE B3aUMOMENCTBUE C
y4eTOM 0COOEHHOCTEN OCHOBHEIX (GOpPM
HAy4YHOTO ¥ PEJIUTHO3HOTO CO3HAHUS,
menoBod u o0meH KYIbTYpEH
IpeAcCTaBUTenel OPYTUX 3THOCOB XU
KoH(Geccui, pa3MUYHHX COLMATIbHEIX

TpyII.

3HaTh OCHOBHEIE Hpo6IeMbl dumocoduu
HayKHU U TEXHUKHU, & TaKXKe COBPEMEHHEIE
MOOXOOH K HX DEIIEeHHUI0 C y4eTOM
pa3HooOpa3usi KyJIbTYp; TEHOEHIUHU
Pa3BUTHS HAYYHEIX HCCIIEJOBAHUU U
TEeXHUYECKUX WHHOBAIUH.

YMeTh UCIOIH30BaTh NPUHLUIE HAYYHOTO
TI03HaHUA ITpK HOPMUPOBAHUN COOCTBEHHOMN
MHPOBO33PEHYECKON MO3ULUU B YCIIOBUIX
MEXKYJIbTYPHOTO  B3aHMOJEHCTBUS;
HCIIONIb30BAaTh HOHSTHS U KaTEerOpUHU
dunocoduu B omeHKE ITHIECKUX HPOOIEM
HAyK¥ U TEXHUKH.

BrnageTts HaBEIKaMu GuI0copCKOro aHanu3a
0co0eHHOCTE! BIUSHUS HAy4YHO-
TEXHHYECKOr0 IIporpecca Ha KYJIbTYPHEIE
mpomeccs B 00mIecTBe; HaBHKaMU
TOJIEPAHTHOTO OOIeHUS B YCIOBUIX
MHOTr006pa3us COUNOKYIbTYPHEIX TPALUIIAN
Y Hay4YHO-TEOPETUYECKUX YCTAHOBOK.

YK-6

CnocobeH ompenmensTh W
peanu30oBLHBATH MIPUOPHUTETH
COOCTBEHHON [esITEeIbHOCTH W
CIIOCOORI €e COBEPIIeHCTBOBAHHUS Ha
OCHOBE CaMOOIEHKH

OnpepenserT NPUOPHUTETH
podheCcCUOHATBPHOTO POCTAa U CHOCOBE
COBEDPIIEHCTBOBAHUS COOCTBEHHOU
OesaTeNbHOCTH Ha OCHOBE CaMOOLEHKU
10 BEHIOPQHHBIM KPUTEPHUSIM.

3HATh OCHOBHI OTIPEMIETIEHHUS IPHOPUTETOB U
CIIOCOOH COBEPIIEHCTBOBAHUSI COOCTBEHHOM
OesiTeNTbHOCTH.

YMeTs ompefensaTh U pPeaNu30BHBATH
TIPUOPUTETH COOCTBEHHOH HEsTEIbHOCTH.
BrnameTs CIOCOGHOCTHIO COBEPIIEHCTBOBATh
COGCTBEHHYI0 HESITENBHOCTh Ha OCHOBE
CaMOOLIEHKH.
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1.6 IInanupyemMbie pe3yabTaThl O0yYEHHS MO KaKIA0H JAHUCHHUIUTHHE (MOOY/II0) M MpPaKTHKE -
3HAHHUS, YMEHHsI, HaBbIKH U (MJIM) ONBIT JEeATE/IbHOCTH (MHIUKATOPHI JOCTHXKEHHUS KOMIETEHIUN),
XapakTepe3ylmue 3Tanbl (pOPMHPOBAHHS KOMIETEHIHH H o0ecHeuyMBaOIIHEe TOCTHXKEHHE
IIAaHUPYEMbIX pe3yabTaToB ocBoeHusi OIIOII

HHaHI/IpyeMLIe pPe3ynbTaThl 06y‘-IeHI/IH 110 KaX[0! OUCHUIIIMHE U IMIPAKTUKE - 3HAHUA, YMEHUS, HABbIKU 1 (nnm)
OIIBIT OEeATEJIBHOCTH (I/IHJII/IKaTOpBI OOCTUKEHHS KOMIIETEHIINN), XaPAKTEPUIYIOIIUE 3TAIIbL (bOpMI/IpOBaHI/IH
KOMIIETEHLIUH 1 OﬁeCHe‘II/IBaIOU.[I/Ie OOCTHU2KEHHUE TIJIaHUPYEMBIX PE3yJIbTaTOB OCBOEHUA 06pa30BaTeHbHOI;I

TIpOTPaMMEL

Konm u coepxKaHue KOMIIEeTeHIITHN

HHHHKaTOpBI HJOCTHIXKEeHHA
KOMIIETEHIITUH

Pe3ynbTaThl 00yUeHHS

T'ocymapcTBeHHasi TalHa ¥ 3alUTa HHPOpMauu

I1K-3

BrnameeT HOpMaTUBHO-METOOUYECKOM
0a3on obOecmedyeHUs 3al[UTH
CBEEeHUN, COCTaBIAIIUX
roCygapCTBeHHYI TaHHY

BnameeT HoOpMaTHBHOW 0a3oi
obecmeuyeHusT 00IacTH 3alIUTH
roCygapCTBEeHHOH TaWHE,
nHGOpPMAIMOHHOH 0e30TaCHOCTH,

cobrmoneHust pexurnMa CEeKPEeTHOCTH.

3HaTh TpeOGOBaHUSA IPABOBHIX AKTOB B
00J1acTy 3aMIUTH FOCYSAPCTBEHHON TalHBI
¥ WHOOPMAUHOHHOW 6Ge30IacCHOCTH,
pexuMa CeKpPeTHOCTH

YMets cobnoomath B npodeccHOHANbHOH
IesiTeNbHOCTU TPeOOBaHUS IIPaBOBLIX akTOB
B obnacTu 3amuUTH HHOOPMALUU U
CBE[IEHUH COCTABITIOMIUX FOCYAapCTBEHHYIO
TalHy

Brnagets HaBHKaMU o06eCHeYeHUSA
coOJIIOne N peXuMa CEeKPETHOCTH

OpraHu3amnus 3alUThHl 00EKTOB HHPOPMaTH3AIHH

MK-1
BrnageeT METOOMKOHW IPOBENEHUS
IpPefNpOEeKTHOTO 006CIemoBaHUS

00beKTOB HHPOPMATUIANUU ¥
BHOEJNEeHHHX(3amUIlaeMBX)
MoMeIllle HU U

BnapmeeT MeTORNMKON TMpOBedeHUS
NpegnpoeKTHOTO ob6clIemoBaHus
00beKTOB WHGOPMATHIAUUK U
BHIOIENEeHHHX(3amuIaeMB X)
noMeleHu

3HaeT cojgepxXaHUEe U TOPAAOK|
OesdTeIbHOCTH NepcoHana oOBEKTOB
KPUTUYECKOH HHGOPMALUOHHOM

UHGPACTPYKTYPH 4 ee YacTed. 3HaeT
HOPMAaTUBHYI0 0a3y, periaMeHTUPYIOIYI0
mporeccH obecrnedyenuss HHHOPMAIMOHHON
f6e3omacHOCTH O0OBEKTOB KDPUTUYECKOU
UHPOPMaMOHHOM HHPPACTPYKTYPEL U ee
4acTeu.

YMmeeT paspabaTrBaTh OpraHU3alMOHHO-
PacHoOpSOUTENbHEIE HOKYMEHTH IO
obecredeHn0 0e30mMaCHOCTH 3HAYUMEIX
00BEKTOB KPUTHUYECKOH MHOOPMANHOHHON
UHPPACTPYKTYPHL.

Bnageer TexXHUYECKUMH MepaMu
obecrneueHus 0e30IACHOCTU 3HAYUMEIX
00BEeKTOB KPUTHUECKOH MHGOPMalUOHHOH

UHGPACTPYKTYPHL.

TIK-2
CnocobeH NPUBOOUTH
aHAIUTHYECKOe o60CHOBaHUE

HeoOXOOUMOCTH CO3HAHUSI CHCTEM
3ammUTE UHQOPMAaLUU

Croco0eH IPUBOMUTL aHANUTHYECKOE
000CHOBaHKME HEOOXOMUMOCTH CO3[0aHUS
CHCTEM 3alUTEl MHGHOPMaLUK

3HaeT o0INMe MPUHUWMIIE OpPraHU3aLUM
3aIUTH OO0BEKTOB KPUTHUYECKOH
WHPOPMAIMOHHOW MHPPACTPYKTYPHEL U €€
JacTew.

YMeeT opraHuW30BHBATH 3AIMUTY 0OHEKTOB
KPUTUYECKOH HHGOPMALUOHHOM
UHQPACTPYKTYPH U €e YacTell ¢ yIeToM
OEeUCTBYWOIUX HOPMATUBHHX H
METONUYECKHX NOKYMEHTOB.
BrnageeT MeTORNUKOU ONpefelNeHHus
KaTeropuu o0O6BEKTOB KPUTHUYECKOH
“HGOPMAIIMOHHON HWHOPPACTPYKTYPHL.
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TK-4
Cnoco0eH OpPraHW3O0BHIBATH W
COTMPOBOXAATH aTTecTanuio

06'beKTOB BI)I‘{I/ICJ'[I/ITGHI:HOI;I TEXHUKHU
M BHOEIEHHHX (3alHI[aeMbIX)
MoOMeIleHUX Ha COOTBETCTBHUE
Tpe6OBaHUSAM 1O 3allUTeE
HHbOpPMALUU

Cnocob6eH OpraHu30BHBATL U
COMPOBOXKOATh aTTECTalni0 00BLEKTOB
BHIUMCIUTENbHON TEXHUKH U
BBIJEJIEHHBIX (3amumiaeMbIX)
MOMENIeHUN Ha COOTBETCTBUE
TpeGOBaHUSIM II0 3aIUTe WHHOPMAIIUK

3HaerT HODMATUBHYIO 6asy,
periaMeHTUPYIOIIYIO IPOLECCH aTTeCTalluu
00BEKTOB BHIYHCIHUTEIbHOH TEXHUKH H
BHIIEJIEHHBIX (3allfUIllaeMbIX) ITOMEeIleHuR
Ha COOTBETCTBHE TPEOOBAHUAM IO 3AIIUTE
uHdopmauu

VYMmeeT pa3pabaThiBaTh OpPTraHU3AIMOHHO-
pacnopsiguTeNbHEE HOKYMEHTHE II0
CONPOBOXKIEHUI0 IPOIECCOB aTTEeCTAINHU
00BEKTOB BEHIYHCIHUTENbHON TEeXHHKH H
BHIIEJIEHHHIX (3allluIllaeMbiX) ITOMeIleHuMR
Ha COOTBETCTBUE TPeOOBAHUAM IO 3aIIUTE
vHbOpPMAIUH

HMmeeT OmBIT opraHuM3aluu aTTeCTallUu
00BbEKTOB BHIUHCIHTENbHON TEeXHUKH U
BHIZIEJIEHHBIX (3allfUIlaeMbIX) IIOMEIIeHuH
Ha COOTBETCTBUE TPeOOBAHHUSAM IO 3aIlUTe
uHbOpMaIUR

ITocTpoeHue Mmoaesie yrpo3 uHGoOpManHOHHOH 6€30IMaCHOCTH

[1K-6

[IporHO3uUpyeT PHUCKH B
nHGOpPMaNMOHHON 0e30TaCHOCTH M
yOpaBiseT HUHIUTEHTaMHU
UH(OPMAIMOHHOHN 0€30MaCHOCTH

Cnoco6eH TMOCTPOUTH MOMEJed yrpo3
nHpopManuoHHOH 0e30TaCHOCTH,
BHISIBJIATH U OIEHUBAThH aKTyalIbHOCTHU
yrpo3 uHGOPMALKOHHON 6e30IacHOCTH,
IOCTPOEHUSA UX MOfAeled HAIA
onpepneneHus TpebGoBaHUN O 3amuTe
uHGOpMaNUN

3HaeT 00my0 wHPOPMAIK 00 yrpo3ax u
HAPYIIUTENAX 0e30MacHOCTH MHGOPMALUH
KOMIIBIOTEPHEIX CHCTEM. 3HAET METONUKY
BHISIBJIEHUS ¥ OLEHKM AKTYaJbHOCTH yTPO3
MHGOPMAMOHHOHT 0e30IaCHOCTH,
TTOCTPOEHUS WX MOfeJIel s OIpeneeHus
TpeboBaHU 0 3amyTe NHGOPMALUK

YMeeT BHSBISATL X OILEHUBATH
aKTyaJlbHOCTH YIrpo3 HHPOPMaIUOHHOU
6e30MaCHOCTH, TOCTPOEHUS UX MOfesei
oy ompepneneHus TpeGoBaHWE 0 3amuTe

uHopMauu
Bnameer HaBHKaMu paboTH C
HOPMATUBHEIMU [OKYMeHTaMH IO

ompepeneHui0 TpeGOBaHWU O 3al(UTe
uHGOPMaNUy KOMIIBIOTEPHHIX CUCTEM.

BBoJ cucTEeMBbI 3alIUTHI l/IH(l)OpMaHPIPI B KCIIJIyaTalluI0

[K-5

Cnoco06eH OpraHU30BHBAThH U
IIPOBONUTE NIPUEMOYHEIE MCIEITAHUS
C3H, BBopuTh B 9KcIIyaTtanuo C3U

CrocoOeH OpraHU30BLHIBATH U IPOBONUTD
npueMouHsle ucneTaHusa C3U, BBOOUTH
B 9KcIryatauuo C3HU.

HopMaTuBHEEe 1@paBOBHEe aKTH,
MeTOLUYeCKre OOKYMEHTH, HallMOHAaJIbHEIe
CTaHAAPTH B 00J1aCTH 3aIMUTE HHPOPMAIUU
OTPAHUYEHHOTO [OOCTyIa ¥ aTTeCTaluu

06beKTOB HHGOpPpMATH3AIUU Ha
COOTBETCTBUE TPEOOBAHUSIM IO 3ALIUTE
uHdopmMauu

YMeTh OpraHU30BEIBATH BBOJ CHUCTEME
3amuUTE “HGOPMAIUK B 3IKCIUIyaTaIHIo.
BrnapmeTs HaBEIKaMM BBOLIA CHCTEMEI 3aIIUTE
vHGOpMAIK B SKCIITyaTaluIo.

0pra1m3amm IIPHEMOYHBIX HMCOBITAHUH CHCTEMBbI 3alllUThI I/IH(l)OpMaHI/l

H

IK-5

Cnoco6eH OpPraHW3O0BHBATH WU
IIPOBONUTE NIPHEMOYHEIE HCIEITAHUS
C3H, BBopuTh B 3KCcIuTyaTtanuo C3U

CnocoGeH opraHu30BLIBATH U IPOBOAUTD
npueMouHsle ucnetTaHusa C3U, BBOOUTH
B 3Kcmyartauuo C3U

HopmatuBHyo 06a3y perjiaMeHTHDPYIOLIYIO
npueMoyHble ucneitanus C3Y npu BBOZE B
akcmtyatanuno C3U

YMeerT opraHu3oBHBaTh IPUEMOYHEIE
UCIIBITAHUS CUCTEMEI 3aIlUTH MHGDOPMALIUH
MeTofaMu oOpraHu3anus NIPUEMOYHBIX
WCIBITAHUH CUCTEME! 3alIUTH HHGOPMaLUK

MenemKkMeHT IPO(eCcCHOHAILHOM JesiTeIbHOCTH

VK-3

CnocobeH OpPraHU3OBHBATH W
pykoBoguTh paboTod KOMaH[H,
BepabaTeBas KOMaHOHYIO
CTPaTeTHUI0 [N LOCTUXEHUS
IIOCTABJIEHHOH LIEH

[InmanupyeT u KOoppeKkTupyeTr paboTy
KOMaHObH C Y4Y€TOM HHTEPEecoB,
0COOEHHOCTE TOBENeHUSI U MHEHUH ee
YJIeHOB.

3HATh OCHOBH PaboOTH B KOMaHAe H
TOPSOK BHIPAaGOTKY KOMAaHIHOW CTPaTeTrnu
OJIS1 MOCTUKEHUS IIOCTABIEHHOM LIENIH.
YMeTh OpPTaHHM30BHBATH U PYKOBOLUTH
paboToi KOMaH[IbL.

BrameTh HaBEHIKAMU PYKOBOACTBA pPaGoToi
KOMaH/Jh ¥ BHPAaOOTKH KOMaHOHOM
CTPATeruu AJIS JOCTUKEHUS ITOCTABJIEHHOH
L[eJTH.
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YK-6

CmnocobeH omnpemensTh H
peanu30BHBATH MIPUOPHUTETH
COOCTBEHHON [MesITeIbHOCTH H
Croco0Bl ee COBEPIIeHCTBOBAHUS Ha
OCHOBE CaMOOIEHKH

Onpepensgert ONIPUOPHUTETH
npodeccuoHanbHOT0 POCTa U CIOCOOEH!
COBEpPIIEHCTBOBAHUS COOCTBEHHOMU
OesTeIbHOCTH Ha OCHOBE CaMOOLEHKHU
110 BEIOPQHHEIM KPUTEPHUSIM.

3HATh OCHOBHL OTIPENiEeNIEHNs] IPHOPUTETOB 1
CII0COGH COBEPIIEHCTBOBaHUS COOCTBEHHOM
IOesiTeNIbHOCTH.

YMmeTs OIIpenendaTb U pPealIu30BEIBATH
TIPUOPUTETHL COOCTBEHHOH [EsTEIBHOCTH.
BnameTs CIOCOGHOCTHI0 COBEPIIEHCTBOBATh
COGCTBEHHYI0 HESITENhHOCTh Ha OCHOBE
CaMOOLEHKH.

VYnpasnenue npoekraMmu

YK-1

Cnocoben OCYIIECTBIATH
KPDUTUYECKUY aHANHU3 IPOOIEeMHEIX
CUTyalluyi Ha OCHOBE CHUCTEMHOTO
moaxofa, BEIPabaTHBAaTh CTPATETHIO
OEeuCTBUU

AnanusupyeT npobIeMHYI0 CUTYAIUIo
KaK CHCTeMYy, BHABIASL €€
COCTaBIIAIOUINE U CBSI3U MEXAY HUMH,
pa3pabaTriBaeT ¥ COOepXKATEIbHO
ApPTYMEHTHUPYET CTPATETHIO DPELIeHUs

3HaTh OCHOBHI CUCTEMHOTO ITOAX0MaA.

YMeTh 0CyIIecTBIATh KPUTUYECKUY aHaIU3
mpoOIeMHBX CHTyalu#d Ha OCHOBE
CHCTEMHOT'0 IIOAXOMa.

BrnameTs HaBHIKaM¥ BRHIPAOOTKHM CTpATETUH
TeHCTBUM.

VK-2
Cnocob6eH ympaBisTh IPOEKTOM Ha
BCEX 9TallaxX ero JKU3HEHHOTO LUKJIa

Pa3pabaTeiBaeT KOHIEMIXIO IPOEKTa B
paMkax 0003HAaUEHHOU NPOGIEMHI:
bopMynupyeTr 1enb, 3afayd,
00OCHOBEIBAET aKTyaJlbHOCTS,
3HAYUMOCTD, OXKHOaeMble PE3YJIbTAThH U
BO3MOXKHbIE CHEPH UX IPUMEHEHHSI.

3HaTh 0COGEHHOCTH yIPABIEHUS IPOEKTOM
Ha BCeX CTaJMAX M 9TalaxX KU3HEHHOTO
LHKIIA.

YMeTh yIpaBisiTh MPOEKTOM Ha BCEX 3Tamax
€ro XU3HEeHHOr0 LXKIIA.

VK-3

Cnoco06eH OpraHW30BHBATH WU
PYKOBOAUTE paGoTOd KOMAHIHI,
BHpabaTHBas KOMaHOHYIO
CTpATerui0 [/ [NOCTUXKEHUS
TIOCTAB/IEHHOU M

BripaGaTeiBaeT KOMaHOHYIO CTPATETHIo
U OpraHu3yeT paboTy KOMaHOBl [JIS
OOCTUKEHUS leNieln

3HaTh 0COOEHHOCTH, OCHOBHBIE METOMH M
TEXHOJIOTUM pa3paboTKH KOMAaHOHOH
CTpaTerud W OPTaHHU3AlUH KOMAaHOHOH
paboTHL.

YMeTh IPUMEHSATHh 3HAHUS 10 BHIPAaOOTKe
KOMaHOHOW CTpaTeruu OpPTraHU3aLUH
paboTHl B KOMaHZeE.

BnameTh HaBHKaMU OpPTaHU3ALUU U
PYKOBOLCTBA PabOTON KOMAaHMBL.

HMHOCTPaHHBIN A3BIK B MPO(}ECCHOHAILHOU IesiTeTbHOCTH

VK-4

Cmoco6eH TTPUMEHSIThL COBPEMEHHEIE
KOMMYHUKATUBHEE TEXHOJIOTUU, B
TOM YHCJIe HAa HHOCTPAHHOM(BIX)
si3bIKe(ax), Mg aKaJeMHU4ecKoro u
npobeCCHOHANBHOTO
B3aMMOJOEHUCTBUST

ApryMeHTHDPOBaHHO U KOHCTPYKTHBHO
OTCTauBaeT CBOU NO3ULUU U UMEU B
aKajgeMu4eCKuX U IpodecCHOHaNbHBIX
OUCKYCCUSX Ha TOCY[apCTBEHHOM S3bIKe
P® 1 uHOCTpPaHHOM s3BIKE.

3HaTh IIpaBuUla KOMMYHUKATUBHOTO
TIOBEJeHUS B CUTyallUIX MeXKYJIbTYPHOTO
HAy4HOTO ¥ MPo(deCcCHOHANBHOTO 00IIeHNs
B YCTHOY U IUCbMEHHOU dopMax.

YMeTr oOCyWmecTBNATb YCTHYIO
KOMMYHHKAUHUI B MOHOJIOTUYECKOU U
OUanoruyeckoy ¢opMax B CUTyalUIX
HAy4YHOTO ¥ NPOodecCHoHANbHOro ofMeHa.
BrnameTh TepMUHOIOTHYECKUM alllapaToM
0 TeMe WHCClIefoBaHUSA, 6a30BHMHU
NpUHLUIAMU CTPYKTYDUPOBAHUA U
HalWCaHUAg HAY4YHBIX Ny6IUKaNui;
HaBHIKOM paboTEH ¢ MeXAyHapOLHHEIMU
6asamMu HayuHOU HH(poOpMauuu.

dunocodckue npodi1eMbl HAYKH U TEXHUKH

YK-5

Cnoco0eH aHAlKU3UPOBATh U
VUUTHIBATh Pa3HooOpa3ue KynbTyp B
mpoiecce MEeXKYIbTYPHOTO
B3aMMOJENCTBUS

BricTpauBaer colnualbHOE
npodeccruoHanbHOe B3aUMOMeENCTBHE C
y4eTOM 0COOEHHOCTEN OCHOBHHIX (opM
HAy4YHOT'0 U PEIUTHMO3HOT0 CO3HAHWUS,
oenmoBOW u o00med KYIbTYPH
IpEefCTaBUTENIed APYTUX 3THOCOB U
KOH(eccuy, pas3luuHbIX COIHAJIbHBIX
TPy

3HaTh OCHOBHEE NIPOOIEMH ¢uaocodun
HAayKM U TEXHWKHU, a TaKXKe COBPEMEHHHIE
MOAXOMAH K HUX PEIIeHHI0 C y4eTOoM
pa3Hoo6pa3usl KyJIbTyp; TeHOEHIUU
Pa3BUTHS HAYYHEIX HCCIIEJOBAHUU WU
TEXHUYECKUX MHHOBAIWH.

YMeTh UCII0Ihb30BaTh MPUHLHUIE HAYYHOTO
TI03HAHUS TPYU GOPMUPOBAHUU COOCTBEHHOM
MHPOBO33PEHYECKON MO3ULUU B YCIIOBUIX
MEXKYJIbTYPHOTO  B3aMMOJEHCTBUS;
HUCIIONIb30BaTh MOHSATHS WU KaTeropuu
dunocoduu B oLeHKE ITUUECKUX IPOOIEM
HAYKHU U TEXHUKH.

BrnapgeTts HaBEIKaMu GuI0coPCKOTo aHANKU3a
0Cco0EHHOCTEH BIUSHUS HAY4YHO-
TEXHHYECKOT0 Tporpecca Ha KyJIbTYPHEE
mpouecch B 00HI[eCTBE; HABHKAMH
TOJIEPAHTHOTO OONIEHUS B YCIOBHUIX
MHOT006pa3ust COUUOKYIbTYPHBIX TPAJUIIAN
¥ Hay4HO-TEOPETUYECKUX YCTAaHOBOK.

SamumenHbie HHPOPMaNMOHHbIE

CHCTEMBbI
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OIIK-1

OGoCcHOBHIBaeT TPeOOBAHUS K CHCTEME

CnocofeH o6ocHOBHBaThloOecneueHus  HMHGOPMAIUOHHOU
TpeboBaHUs K cUCTeMe 00ecredeHus(0e30acHOCTH U Pa3pabaThiBaTh IPOEKT
uHGOPMaUNOHHON 6e30MaCHOCTH H|TEXHUYECKOTO 3a[aHUs Ha €€ CO3[aHue.

paspabaTHBaTh

TEXHUYECKOTr0 3aJjaHuUA Ha e€ee

co3paHue;

OIPOEKT

3HaeT IPUHIUIH Pa3pabOTKU 3alIUIIEHHEIX
UHPOPMALUOHHEIX CHCTEM Pa3JIUUYHOTO
TMPUMEHEHHUS U CTEIeHU CII0XKHOCTH. 3HAET
METOOUKHU BEIABJIIEHUSA YIrpo3 U OLEHKHU
ys13BUMOCTeH# HHGOPMAIMOHHBIX CHUCTEM.
3HaeT MeTOAHl U CpefcTBa o6ecredyeHus
vH(pOPMAIMOHHON 6€30TIaCHOCTH, a TaKkKe
HOPMAaTUBHYI0 6a3y periaMeHTUPYIOIYIO
Knaccu(UKANXI0 NaHHEIX CPEACTB. 3HaeT
TUIOBHE TpeGoBaHUSI K pa3paboTke
CPEenCTB 3allWTH, HaNpaBlieHHHEE Ha
CHUXEHHUEe pPHUCKOB HHPOPMALMOHHOH
6e301aCHOCTHU.

YMmeer 0060CHOBHBATbH TpeOOBaHHUSI K
mpoleccaM ¥ TEXHOJOTUSIM obecredeHus
vHOPMaIroHHOH 6e30macHOCTH 00HEKTOB
KPUTUYECKOH MHGOPMALUOHHOM
UHQPACTPYKTYpH. YMeEeT OCYIIeCTBIATh
BHIOOP TOACHUCTEM, pPealu3yoIIux
TEXHOJIOTUH obecnedyeHus
nHbGOpPMAUMOHHON 6e30macHOCTH OJd
00BEKTOB KPUTHYECKOH MHPOPMALKXOHHON
uHGPACTPYKTYyPH. YMeeT 0OGOCHOBEIBATh
Tpe6oBaHUS K MepaM ob6ecmedyeHHS
“HGOPMAIXOHHON (6e30IacHOCTH 00BEKTOB
KPUTUYECKOH UHGOPMALUOHHOM
UHOPACTPYKTYPH. YMeeT COCTaBIATH
TeXHH4YeCKoe 3ajaHue 0 pa3paboTke
CHCTEeM, KOMIIJIEKCOB, CPEACTB ¥
TEXHONOTHUH obecmeyeHUu s
VHPOPMALMOHHON 0€30MacHOCTH. YMeeT
HacTpauBaTh CpenCTBA 3aMMHUTH
uHGOPMALUU B COOTBETCTBUU C
TPe6OBAHUAMYU K 0OBEKTY 3AIIUTH C IIEJIbIO
CHUXEHHUS PHUCKOB HHOOPMAUMOHHOH
6e3omacHoCTH

BrnageTrs HaBHKaM#® pa3paboTku
KOMIJIEKCHOH HHOPaCTPYKTYPH
3aLIUINEHHON MHMOPMALMOHHON CHUCTEMEI,
HaBHKaM{U pa3paboTKM NHPOEKTOB
HODMATUBHEIX M NPaBOBHX aKTOB
TIPENIPHUSITHUS, YIPEXKOEHNs, OPTraHU3allNY,
pPeriIaMeHTUPYIOMUX H[EeSITEIbHOCTh II0
obecmeuenuio UB.
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OIIK-2

Cnocoben pa3pabaTHBaATh
TEXHHYECKUH IPOEKT CHCTEME
(momcucteMsl u60 KOMIIOHEHTA
CHUCTEMH) obecneyeHHua
“HGDOPMAIMOHHOM 6€30MacHOCTH;

PaspabaTrBaeT TEXHHYECKHUH IIPOEKT
cucTeMb (momcucteME 00
KOMIIOHEHTA CHCTEMBH) 00€eCIedeHUs
uHGOpMaIMOHHON 6e30IacHOCTH.

3HaeT NPUHIUIE OPTaHW3AlUU U ITAIH
pa3paboTKu CHUCTEMBH (IIOACUCTEMEl Iu00
KOMIIOHEHTa CHCTeMH) o0ecCcIedyeHUS
nHbOPMaUXOHHON 6e30acHOCTH 00BEKTOB
KPUTUYECKOU HHGOPMALUOHHOMU
UHQPACTPYKTypH. 3HaeT METOOUKHU
UCIBITAHUHN CPELCTB U CUCTEM 00eCIedeHnst
“HGOPMAIMOHHOK 6€30MaCHOCTH.

YMeeT cocTaBnsATh TPeOOBAHUS U KPUTEPUU
OlleHKM HHGOPMAIMOHHOH 0e30IaCHOCTH.
YMeerT pas3pabaTheBaTh NPOTPAMMH H
METOOUKM HCILITAaHUH CPENCTB U CUCTEM
obecrmeyeHus HHGPOPMALUKUOHHOM
06e30macHOCTH OOBEKTOB KDPUTUYECKOHU
nHGOPMALXOHHOY UHPPACTPYKTYPHL. YMeeT
paspabaTeiBaTh TPeOOBaHUS K CPECTBAM U
MeTOgaM KOHTDPOJS INIPOEKTUDPYEeMOH
CHUCTEMHI (TOfCUCTEeMEl TG0 KOMIOHEHTa
CUCTEeME) obecriedyeHuss HHPOPMAIUOHHOH
6e3omacHOCTH O0OBEKTOB KDPUTUYECKOU
“HGOPMAIMOHHON HHPPACTPYKTYPhL. YMeeT
pa3pabaTeBaTh ¥ pealKU30BHIBATH
TEXHUYECKUHA THPOEKT CHUCTEME
(momcucTeMEl OO KOMIIOHEHTa CHCTEMEI)
obecrmeyeHus HHGOPMALUOHHOM
6e30macHOCTH O00BEKTOB KPUTUYECKOH
UHPOPMAIMOHHON HUH(PACTPYKTYPHL.
BrameTh HaBHIKaMH TEXHUYECKUX IIPOEKTOB
cucteM (momcucTeMBl MO0 KOMIIOHEHTA
cucTteMhl) obecredyeHus HHOOPMALUOHHOH
6e30I1aCHOCTH.

YupasieHue HHGOPMAIHOHHOH G€30MaCHOCTHIO
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OIIK-1

CnocofeH 000CHOBHIBATH
TpeGOoBaHUS K CUCTeMe 0beCIedeHus:
nHpOpManuoOHHON 0E€30TaCHOCTH H
paspabaTHBaTh MPOEKT
TEXHHYECKOTO 3aJaHUs Ha e€e
CO3TaHue;

O6GocHOBHIBaeT TPeGOBAHUS K CHCTEME
obecnedeHus  HMHDOPMAIUOHHOU
fe3omacHOCTH U pa3pabaThBaer
MIPOEKTH TEeXHWYECKOTO 3afaHus Ha ee
CO37aHue.

3HaTh OCHOBHBIE IIPHHIUINL OpPraHU3aluu
TeXHUYECKOro, IIporpaMMHOro u uHGOD-
MallMOHHOI0 oOecledyeHUs 3allUIeHHBIX
WHGODPMALUOHHLIX CHUCTEM; OCHOBHEIE
MeXaHU3MH HHbOOPMAUOHHON
6€30maCHOCTH U THIOBHE INIPOILECCH
yIpaB/IeHUST STUMH MeXaHu3MaMy B HHGOP-
MAaIMOHHOU CHUCTEME; OCHOBHEIE YTDO3HI
6e3omacHOCTH HHPOpPMAIUU U MOZENH
HapymuTtensd B HHGOPMANUOHHHEX
cUcTeMaX; NPUHIUNE (OpPMUPOBAHUS
TIONIUTUKY MHGOPMalMOHHON 6e3011acHOCTH
B MHGOpPMAIMOHHEIX CUCTEMaxX; MEeTONH
aTTeCcTalUu YPOBHS 3aUIUIEeHHOCTH
UHGODMALMOHHEIX CHCTEM; OCHOBHEIE
MEeTOABl YyIpaBleHUS HHOOPMAIMOHHOM
6e30MacCHOCTHI0; OCHOBHEIE HPUHITUIIE

OpTaHHU3AIUHU TEeXHHYECKOTO,
MPOrpaMMHOTO ¥ WHPOPMALKOHHOTO
obecmeyeHu s 3al[MINeHHBH X

UHGOPMAIMOHHEX CHUCTEM.

YMeTh CTPOHUTH CHUCTEMH OOecledeHUs
vHGOpPMAIMOHHOK 6€30MacHOCTH B
PA3JMYHHIX YCIOBUAX QYHKIUOHUPOBAHUS
3aMUIIaeMbIX UHGOPMAIUOHHEX CHUCTEM;
paspabaTeBaTh MOJENHU YyTrpPo3 H
Hapymureneu nHGoOpManMOHHOHI
fe3onacHOCTH MHGOPMaNUOHHBIX CHUCTEM;
pa3pabaThBaTh YaCTHHEHE MOJUTUKU
UHGOpPMALMOHHOM 6e3onmacHOCTH
UHGOPMAIUOHHEX CUCTEM;
KOHTPOIUPOBATh 3PPEKTUBHOCTD IIPUHSATHIX
Mep [0 peanu3aluy YAaCTHHX IIONUTUK
UHGOPMAIIMOHHON 0e30MaCHOCTH
“HGOPMAaIUOHHEX CHCTEM; OIeHUBATh
vuHbGOpMANUOHHEE pPUCKA B HUHPOD-
MaLMOHHEIX CHUCTeMax; pas3pabaThBaTh
NIPefIoXeHUsI II0 COBEPUIEHCTBOBAHUIO
CHUCTeMHl yIpaBieHus MHGOPMaIUOHHOH
0e30MacCHOCThI0 HHPOPMAIMOHHEIX CUCTEM;
COCTaBJIATh AHANUTUYECKHE 0630DHL IO
BompocaM obecreyeHuss HHOOPMAIMOHHON
6e3omacHOCTH MHOOPMAIUOHHEIX CUCTEM;
060CHOBEIBaTh HPUHIUNE OPTaHU3ALUH
TeXHHYEeCKOro, IpOrpaMMHOTO0 X
UHGOPMALUOHHOTO obecneyeHus
uHbGOpPpMAIUOHHONX 06Ee30IMaCHOCTH.
BrnagmeTs MeTomaMu ¥ CpPefCTBAMHU
BHISIBIEHUS yrpo3 0Ge30macHOCTH
“HGOPMAIMOHHLIM CUCTEMAaM; HaBHIKAMH
Br6Opa ¥ 06OCHOBAHUSA KPUTEPUEB
abdexTuBHOCTH GYHKUUMOHUDPOBAHUSA
3AMUIIEHHHX HHOOPMALUOHHKEX CHUCTEM;
HaBBHKaMU ydYaCTUSd B 3KCIepTHU3e
COCTOSIHUS 3aLIUIIEHHOCTH HHPOPMalUy Ha
00beKTe 3allUTH; MeTOLaMHU YIPaBIeHUs
UHGOPMAUMOHHOHU 6e30MaCHOCTHIO
UHGOODPMAILMOHHLIX CHUCTEM; METOHAaMH
OMEHKM MHGOPMAUMOHHEIX DPUCKOB; Me-
TOJAaMU OpPTaHW3aUWUd U YIPABIEHUSA
OEesSTEeNbHOCTHIO CHIYyX0 3amMUTH
uHGOpPMAINY Ha NMPEANPUSITUN; HaBHIKAMU
yopaBlIeHUS HHGOPMAIUOHHON
6e30I1aCHOCTHI0 TPOCTHIX 0GHEKTOB.
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OIIK-3

Croco6eH pa3pabaTeiBaTh MPOEKTH
OPTraHU3alMOHHO-PACIIOPSAUTETBHEIX
OOKYMEHTOB 1m0 00ecmedyeHUIO
HHGOPMAIMOHHON 6e30MacHOCTH;

Cmoco6eH pa3pabaThHBaTh MPOEKTEH
OPTaHU3ANMOHHO-PACIOPAAUTEIHHEIX
ODOKYMEHTOB IO 00eCHedYeHUIO
“HGOpPMAaIMOHHON 6€30I1aCHOCTH

3HaeT HOPMAaTHUBHYIO ¥ IIPaBOByI0 06a3y B
ob6nacTu ynpaBleHHUs HHGOPMaLKXOHHOH
6e30IaCHOCTEI0 00BEKTOB KPUTHUECKOU
nHGOPMalUOHHON HHPPACTPYKTYPHL. 3HAeT
OTe4YeCTBEHHEIE U 3apy0eKHEe CTaHOaPTH
B 00acTy ympaBneHus WHGOPMaLXOHHOM
06e30MaCHOCTEI0 00BEKTOB KPUTHUUECKOH
“HGOPMalnOHHON HHGPACTPYKTYPHL. 3HAEeT
CTPYKTYPy MHOJUTUK 0O0ECIeUeHUsd
“HGPOPMAIMOHHOU (6e30MacHOCTH 00HEKTOB
KPUTUYECKOU HHGPOPMALUOHHOH
UHGOPACTPYKTYpPE ¥ TpebOBaHUSI K UX
COflepKaHUI0

Ymeer paspabaTeBaTh HOPOEKTH
HOPMATHUBHEIX ¥ OPTaHU3AIUOHHO-
PacOoOpSAgUTENbHEX HOKYMEHTOB IO
o6ecmedeHHIO UHGOPMAIUOHHON
6e30maCHOCTH O00BEKTOB KPUTUYECKOH
“HGOPMAIMOHHON UHGPACTPYKTYPH. YMeeT
pa3pabaTeBaATh NONMUTUKY|
nHbOPMaNXOHHON 6e30acHOCTH 00BEKTOB
KPUTUYECKOU HHPOPMALUOHHOMU
UH(PACTPYKTYPHI Pa3IMYHbIX YPOBHEN
BrnageeT HaBRHKaMu Pa3pabOTKU MOIUTUKH
UHGOPMAIIMOHHOH 0e30MaCHOCTH
Pa3IUYHHX YPOBHEH

OCHOBBI HAyYHBIX HCCIET0OBAHUMI

OIlK-4

Cmoco6eH oCyuecTBIsATH cOOp,
00pabOTKy ¥ aHAMIuW3 HAyY4YHO-
TeXHUYEeCKOM MHGOpPMaluu I0 TeMe

Cnocob6eH ocymecTBAsATL c6op,
00pabOTKY ¥ aHaANu3 HAYYHO-
TEXHUYECKOW MHGOpMAlUU [0 TeMe
HCCIIeNoBaHus, pa3pabaTHBaTh IIIAHH U

3HaeT OCHOBHEIE (DOPMEI, METOMBI ¥ IIPUEMEL
HAy4YHOTO HCCIefoBaHUSA ob6lnactu
6e30macHOCTH O00BEKTOB KPUTHYECKOH
“HGOPMAIMOHHON UHPPaCTPYKTYPHL.

HCCIIeJOBaHMUs, pa3pabaThHBaTh{IPOTPAaMMbl NPOBENEHUS HAYYHHX[YMeEeT COCTaBAATh IJlaH HAYYHOTO
IJIaHHE ¥ NPOTPaMMHEl MPOBENEHUS[UCCIENOBAHUN UM TeXHHUYeCKUX[UCCTIeMoBaHUS B 06J1acTH 0€30MACHOCTH
Hay4YHHX HCCNefOoBaHUU H[pa3paboTok 00BEKTOB KPUTHUECKOH MHPOPMAIUOHHOH
TeXHUYECKUX pPa3paboTok; UHOPACTPYKTypPH W TIPOBOJUTH
OesSTeNbHOCTh B COOTBETCTBUHU C
COCTABIEHHEM IJIaHOM. YMeeT
paspabaTHBaTh NMPOTPaMMy pPa3paboTKu
KOMIOHEHTOB CPENCTB 3alUTH
uHbopManuu il 06GbEKTOB KPUTUIECKON
UHPOPMAIIMOHHON MHGPACTPYKTYPHL
IeMOHCTPUPYET CHOCOOHOCTH aHaIu3a
H360p0B OaHHBIX IIPU IIOMOIIX PA3JIMYHBIX
Cpel HUX aHanlus3a C HarJAsSOgHOU
BU3yanu3alyel 0Ty4aeMbIX Pe3yIbTaToB
OIIK-5 CnocofeH MHpOBOAMTH HAy4YHHE[3HATH METONH HAY4YHBEIX HCCIENOBAHUIN;
Cnoco6eH IPOBORNUTH HayYHEIE|UCCIIENOBAHUS. OpraHW3al{i0 HAyYHHEIX HUCCIIelOBAHUH U
UCCIEeNOBAaHUS, BKII0Yas 3Tambl WX IPOBENEHUS; NPOLERYPH
3KCIIePUMeHTaIbHbe, 00pabaThBaTh pa3paboTKK ¥ TPOEKTUPOBAHUS HOBHEIX
pPe3yabTaTH HCCIEeNOBaHUM, TEXHUYECKUX OOBEKTOB; TEOPETHUUECKHUE

O(bOpMJIHTI: HAaYy4YHO-TEXHUYECKHUe
OTYEeTHI, 0630pr, TOTOBUTHE IIO
pe3yilbTaTaM BLHIIIOJTHEHHEIX
HCCIieqOBaHUM Hay4YHBEI€ JOKJIaObl U
CTaThbH.

KWCCIeN0BaHUS; IMOCTPOeHHE Mofene
bu3nYecKUX MPOIECCOB U OOBLEKTOB;

IpOoBeJeHHe 9KCNMEePUMEHTANTbHEIX|
uccnenoBaHusi u oG6paboTka uX
pe3yIbTaTOB.

YMeTh NPUMEHSITh METONE Hay4YHHIX
HCCIIE[OBAHUM ; OPraHU30BEIBATH HAYYHEIE
HCCNENOBAHUS; OIPOBOJHUTH
9KCIIEPUMEHTANIbHEE HCCIELOBAHUS U
ofpabaThiBaTh MX Pe3yJIbTaThL.

BrageTs MeTOaMU HAYYHBIX UCCIIENOBAHMI
; OpTaHM3aUUN HAYYHHIX HCCIENOBAHUM;

HaBBIKaMu 9KCIIepUMEHTANIbHEIX
HCccnemoBaHu® u 06paboTkKu UX
pPe3ynbTaToOB.

Opranu3anHOHHO-PACHOPSITUTEIbHASI JOKYMEHTAHsI 10 obecrneyeHn 0 nH(popManuoHHON 6€30MaCHOCTH
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OIlK-3

Croco6eH pa3pabaTeiBaTh MPOEKTH
OPTraHU3alMOHHO-PACIIOPSAUTETBHEIX
OOKYMEHTOB 1m0 00ecmedyeHUIO
HHGOPMAIMOHHON 6e30MacHOCTH;

Pa3pabaTHBaeT

IPOEKTH

OPraHU3AalMOHHO-PACIOPAOUTEIIBHEIX

OOKYMEHTOB j140)

o0eclmeyeHHUIO

rHGOpPMAaIMOHHON 6€30I1aCHOCTH.

3HaTh UCTOYHUKM NMPABOBOYM MHDOpManuy,
BUOE HOPMATHUBHHIX NPABOBHIX aKTOB,
CTaHOapTH B 007acTd MHPOPMALUOHHOU
6e301aCHOCTHU.

YMeTh aHanu3upoBaTh, HU3y4aTbh U
006006maTs MOpaBOBYH HHPOPMALHUIO,
ONpEenensiTh pPEJNeBAHTHHE [OIA
npodeccruoHaANbHON OesTeNbHOCTH
HOPMATHUBHEE aKTH, HCIOIb30BaTh
HOpPMATHWBHLIE U METOOUYECKUE HOKYMEHTHI
npu OoGOPMIEHUH TEXHUUECKOH
OOKYMEHTAINHU.

Brnameths HaBHKaMU 00OCHOBAHHUS CBOUX
pelleHU# Ha OCHOBe [EWUCTBYIOIIEro
3aKOHOJATeIbCTBA, HaBHKAMM IIOMCKa
TpeOyeMod HHGOPMAIMU MCIONB3IYS
HOPMAaTHBHEIE IIDABOBHIE AKTH, HaBLHIKAMHU
TOATOTOBKM NPOEKTOB OPraHU3aIMOHHO-
pacmopsguTEeNbHLHX MHOKYMEHTOB IO
obecrnedeHUIO HHPOPMAIMOHHON
6e30IaCHOCTH.

IIpoekTHpOBaHHE CHCTEM (KOMIOHEHTa CUCTeMbI) obecneuenusi HHGOPManMOHHOH 6€30MaCHOCTH

OIIK-2
Cnocoben

pa3pabaTHBaTh

TeXHHUYECKHH MPOEKT CUCTEMH
(mogcucTteMel nuOO0 KOMIIOHEHTa

CUCTEMH )

obecneYyeHua

“HGDOPMAIMOHHOM 6€30MacHOCTH;

Pa3pabaTrBaeT TEXHUYECKUU IPOEKT

CUCTEMEI

obecmeyeHHus

“HGOpPMaUMOHHON 06e30IaCHOCTH, a
TaKXkKe HMX KOMIIOHEHT(IIOICUCTEMEI).

3HaTh OCHOBHEIE NPUHIUIE Pa3paboTku
TIOJIUTUKY MHGOPMAIMOHHON 6e301macHOCTH
Ha TPeANPUSATHU, NMPUHUMIL aHalau3a
UCXOOHBEIX OAaHHBIX OJIA IIPOEKTUPOBAHHUA
NMONCUCTEM M CpPencTB obecmedeHUs
MHOOPMALUMOHHOHU 6e30macHOCTH,
COBPEMEHHYI0 aNlapaTHO-IPOTrPaMMHYIO
023y KOMIIBIOTEPHOM TEXHUKY [JIs1 PELICHUS
3a/ay 3alUTH HHGOPMAIIH.

YMeTh IPUMEHSTh KOMIJIEKCHHIH TIOAX0[ K
obecnedeHUIO HHPOPMAIUOHHOH
6e30macHOCTH 00BEKTa 3alUTH], IIPOBOAUTD
aHalIu3 MUCXOOHBIX [JaHHBIX [ONId
NMPOEKTUPOBAHUS IOJCUCTEM U CPENCTB
obecmeyeHus HHGOPMAUMOHHOMU
6e30MaCHOCTH, NPUMEHSTH IPOTPAMMHBLIE
CpPeLCTBa CHCTEMHOI0, IPUKJIAOHOTO H
CpencTBa CHUCTEMHOTO, CIENUATBHOTO
Ha3HaYeHUs, UHCTPYMEHTaJlbHble CPEMCTBa,
SI3BIKH U CHCTEMEI TPOTPAMMUPOBAHUS AJIsS
pellleHus 3afay 3aMuTh HHPOPMAIUH.
BnageTr OCHOBHEIMM MeETOHAMHU
obecrmedyeHus HHPOPMALUMOHHOMU
6e3omacHOCTH 06BEKTA 3aLTUTEl, METOOAMHE
TEXHUKO-9KOHOMHUYECKOT0 O000CHOBAHUS
NMPOEKTHHX pEIeHUH, METOmaMU H
CPEACTBaMHU CHCTEMHOT0, TPUKIAZHOTO H
CIeuLualbHOTO Ha3Ha4YeHuHd,
HHCTPYMEHTaJbHbIe CPEACTBa, S3BIKU U
CUCTEMEBI IPOrPaMMUPOBAHUSA OJISI PEIIECHUA
3a/ay 3aumTH HHGOPMAIIY.

HudopmanuoHHasi 6€30IMaCHOCTh HHTEPHETA Belei
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OIIK-2

Cnocoben pa3pabaTHBaATh
TEXHHYECKUH IPOEKT CHCTEME
(momcucteMsl u60 KOMIIOHEHTA
CHUCTEMH) obecneyeHHua
“HGDOPMAIMOHHOM 6€30MacHOCTH;

Pa3pabaTHBaeT

TpeGOBAaHUSA K

cpefcTBaAaM H MeTOJaM KOHTPOIS
MPOEKTUPYEMOH CHCTEMEI (ITOJCHCTEMEI
nub60 KOMIOHEHTa CHCTEMBH)

obecmeyeHus
0e30MacHOCTH.

VUHGOPMAIMOHHOHU

3HaeT NPUHIUNEL IOCTPOEHUS CUCTEM Ha
6a3e loTycTpoiicTB, a TakXke CIOCOOH UX
3G GEeKTUBHOM peanu3alluy; CyLECTBYIOIINE
TEXHOJIOTUHU B o6yacTu MHTepHeTa Bellew;
CTaHAApTH peanu3anuu uHTepdencos
MOJKI0YaeMbIX YCTPONCTB; CTaHOapTh
UHGOPMALUOHHOTO B3aUMO/IEHCTBUSI
CUCTeM. 3HaeT TUIIOBLIE CPENCTBA U METONEL
3amUTH “HGOpPMAIUU B JOKAJbHEX U
r00aNbHEIX BBIYMCIUTEILHEIX CETIX;
TpeboBanus HIIA u cTaHmapToB IO
paspaboTke Mofene#n yrpos
vHbOpMaMOHHON 6e30IaCHOCTH; Haubosee
pacnpocTpaHeHHE e YSA3BUMOCTH
IoTycTpo#icTB ¥ IPOTOKOJIOB Iepefaydyu
OAHHEX; CpencTBa obecmedeHUus
vHDopMannoHHOU Oe3omacHOCTH I[0T-
CHUCTeM; NPUHIOUNE TOCTPOEHHUS
3alIUIIeHHEX TeJIeKOMMYHUKAI[UOHHEIX,
CHUCTEM; MeXaHM3Mbl peajiu3allii aTak B
cetsix UHTepHeTa Bellely;

YMeeT NpOBOAUTL aHAIMU3 3ALIUIIEHHOCTH
IoT-cuctem; Pa3pabaTeiBaTh MOLENH YTPO3
o cucteM MHTepHeTa Bemedt. YMeet
NIPOBOOUTL IEPBUYHYI HACTPOUKY U
npoBepky oyHKIuoHupoBaHus CCC3,
cpencTB u cucteM 3amutil CCCI ot HCI;
pas3bupartscs B cymecTBylomux loT-
TEeXHOJIOTUSAX ¥ MNPUMEHSITh HUX K
KOHKPETHBEIM CLEeHapusaM; BHEOPATH
TUIIOBEIE PEIIeHUS 10 MHPOPMAIUOHHOH
Oe3omacHocTu [0T-cHCTEM; OCYLIECTBISATH
MepH IPOTUBONEHCTBUA HaPYIMIEHUIM
ceTeBO# 0E30MACHOCTH C UCIOIb30BAHUEM
Pa3IMYHEIX IPOTPAMMHEIX U allapaTHHIX
CPenCcTB 3alIUTEL B COOTBETCTBUHU C
Tpe0OBaHUAMHE HOPMATHBHO IPABOBHIX
dKTOB M HOPMATUBHBIX METOOUYECKHUX|
IOKyMEHTOB.

Bnapmeer cmoco6aMu KOHGUTYPHPOBATH
rapaMeTphl CUCTEME! 3alIUTH HHPOPMAIuu
aBTOMAaTU3UPOBAaHHOW CHUCTEMH B
COOTBETCTBUU C €e 9KCIIyaTallMOHHOU

OOKYMeHTaluew#; paboTaTh c
OOKyMEeHTaUueH mpujlaraeMon
pa3paboTYUKOM yCTpPoOHCTBa;

00HaPYyXKUBaTh TUIIOBLIE Ys13BUMOCTH [0T)
cucteM. MoxeT ¢popMupoBaTh TpeOOBAHUS
u paspabaTeBaTh crnenuuranuu AN
IPOEKTUPYeMOH CHCTeMH Ha 06a3e
IoTycTpoiCTB; mIaHUpPOBaTh pa3paboTKy
CIIOXKHEIX CHCTEMH Ha 6a3e IoT-ycTpoHCTB;
IIPOBOLRUTH BEIGOP 3¢ (HeKTUBHEIX CIIOCOOOB
peanu3alnuy CTPYKTYp CUCTeMHl Ha 6a3se
lIoTycTtpoucTB npu pelleHUH
npodeccuoHaNbHHX 3ajad.

TexHonoruu o6ecnedyenusi ”HPOPMAHOHHOM 0€30MaACHOCTH
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OIIK-1

CnocofeH 000CHOBHIBATH
TpeGOoBaHUS K CUCTeMe 0beCIedeHus:
nHpOpManuoOHHON 0E€30TaCHOCTH H
paspabaTHBaTh MPOEKT
TEXHHYECKOTO 3aJaHUs Ha e€e
CO3TaHue;

Cnoco6eH 000CHOBEIBaTH TPeGOBAHUS K
cucrteme obecneyeHUu
“HGOPMaIMOHHOM 6€30I1aCHOCTH .

3HaeT TexHonoruu obecmedeHUs
“HGOPMAlUUOHHOM 0e30macHOCTH. 3HaeT
OCHOBHEIE BU[IHI YSI3BUMOCTEHM CHUCTEM U
yrpo3sl uHMpopManuoHHON 6e301acHOCTH.
3HaeT MeTOAHl U CpefcTBa o6ecleyeHus
vHpOPMAIMOHHON 6€30TIaCHOCTH, a TaKkKe
HOPMAaTHUBHYI0 6a3y periaMeHTUPYIOIIYIO
KJIAaCCU(PUKALNIO JAHHHIX CPEHCTB.

YMeeT 060CHOBHIBATH BHIGOD CPEACTB
3aMUTH HHbpoOopMaLuu os
TIPOTUBONENCTBUSA KOHKPETHHIM yTpO3aM.
YMeeT ocymecTBISATL HOAOOpP CPENCTB
3amuUTH HHGOpPMaluu B COOTBETCTBUU C
3aJaHHBIMU KDPHUTEPUAMH. YMeeT
000CHOBHBAaThL TpeGOBaHUS K MepaMm
obecmeyeHus HHGOPMALUOHHOM
6e30macCHOCTH B COOTBETCTBUU C
HOpMaTHBHOU 6a30i#. YMeeT COCTaBIATH
TeXHUYeCKOe 3ajjaHue 10 006eclieYyeHHUI0
uHGOpMaNUOHHON 0e30MaCHOCTH Ha
060beKTe c HCIONb30BaHUEM
ceprudpunupoanurix O®CTOK cpemcTs
3aUmTH UH(pOPMAIUu.

BrnageeT ONBITOM HACTPOWUKU CPEOCTBA
3amUTH HUHGOPMANWU B COOTBETCTBUU C
TPe6OBAHUAMYU K 0OBEKTY 3QIIUTH C IIEJIbIO
CHUXEHHUS PUCKOB HHPOPMAIUOHHOU
6e30I1aCHOCTH.

OIIK-2

CnocobeH pa3pabaTHBAaTh
TEXHHYECKUH MPOEKT CHCTEME
(momcucteMbl u60 KOMIIOHEHTA
CHCTEMH) obecneYyeHua
“HDOPMAIMOHHOM 6€30MacHOCTH;

Croco0eH pa3padaThiBaTh TEXHUUECKUH
IPOEKT CHUCTEMH (MOMCHCTEMH 60
KOMIIOHEHTa CHUCTEMH) 00eCrIedeHus
uHGOpMaIMOHHON 6e30macHOCTH

3HaeT MPUHIUIH JKCIIyaTalldd CPENCTB
3amMuUTH HHPOPMAIUU. 3HAET METOMH
TECTHPOBAHUSI CPEACTB 3aIIUTH
nHbGOpMAINUOHHOX 06e30ImacCHOCTHU
YMeeT ocyiIecTBIsATh HACTPONKY PEKUMOB
paboTH CpencTB 3amuTH HHGOpPMAUUU B
COOTBETCTBUY C ONPENEIEHHBIMU MOLEISIMH
yrpo3. YMmeeT pa3pabaThBaTh CIeHAPUHU
TECTUPOBAHUS CPEACTB 3AIUTH
uHdpopmanuu. YmeeT pa3pabaTHBaTh
Tpe6oBaHUSA K CpEACTBaM 3aIIUTH
uHbopManuu. YMeeT yIOpPaBIATh
CpencTBaMM 3alIUTH HHPOPMAIUHU B
COOTBETCTBUU C TPeGOBAHUSIMU K OOBEKTY
3AIIUTEL

HMeeT ombIT pa3paboTKu TpeGOBaHUS K
CpencTBaM ¥ MeTOZaM KOHTPOJSA
TMPOEKTUPYEMON CHUCTEMH (IIOLCUCTEMEI
1060 KOMIIOHEHTa CHUCTEeMbI) 06ecredeHus
“HGOPMaIOHHOM 6€30I1aCHOCTH

HpaKTPIKa IIPOU3BOACTBEHHAdA, OP

raHU3aITHOHHO-YIIPDAaB/JIEHYE€CKas IIPAKTHKa

TK-3

BrnagmeeT HOpMaTHBHO-METOOUYECKOM
0a30i o0O0eCmeYeHHUST 3AMUTH
CBEeeHUH, COCTaBNIAIOIIUX
roCygapCTBeHHYI TaHHY

Bnageert HOpMaTHBHO-MeTOHH‘IeCKOﬁ

6a30it 0OecrnieueHUs 3aIIUTH CBEIEHUH,
COCTABIAKWIUX TOCYLAapCTBEHHYIO
TalHy.

3HaTh HOPMATUBHYIO 6a3y A 0becrnedeHus
3alIUTH CBeOeHUU, COCTaBIAWIIUX
TOCyHLapCTBEHHYI0 TauHY.

YMeTh UCTIONIb30BaTh MOTyYeHHEIE 3HAHUS B
npodeccroHanbHON AesTeNbHOCTH.

BrnameTs HOPMATHBHO-METOOUYECKON 0a30i
obecneyeHUsS 3almUTH CBeJEHUH,
COCTaBIISAIINX TOCYAapCTBEHHYIO TalHy.
ViMeTs ONBIT HOATOTOBKM HOPMATUBHO-
MEeTORUYECKON 6asHl.
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TK-4
Cnoco0eH OpPraHW3O0BHIBATH W
COTMPOBOXAATH aTTecTanuio

06'beKTOB BI)I‘{I/IC]'[I/ITGHI:HOI;I TEXHUKHU
M BHOEIEHHHX (3alHI[aeMbIX)
MoOMeIleHUX Ha COOTBETCTBHUE
Tpe6OBaHUSAM 1O 3allUTeE
HHbOpPMALUU

OpraHusyeT U COIPOBOXAOAeT
aTTecTalnuio 06 bEeKTOB BHIYUCIUTEIBHOM
TeXHUKU U BBIOEJIEHHEIX 3allUIaeMbIX
NOMeIleHUNA HAa COOTBETCTBUE
TpeGOBaHUSIM II0 3aIUTe HHHOPMALIUH.

3HaTh MOPSNOK ATTeCcTanuu 0GHEKTOB
uHpopMaTH3anuUd Ha COOTBETCTBUE
TpeOOBaHUSM IO 3aIUTe HH(DOPMALUH.
YMeTh TIOATOTAaBIMBATh OOBEKTH
BHIYUCTIUTEIPHON TEXHUKY U BEHIIEJIeHHBIE
(3amuiraeMsle) OMEIEHNS K aTTeCTalluu
mo Tpe6oBaHUSIM 0€30MaCHOCTH
uHbOpPMaALUH.

BrnameTh MeTOmaMu HOOTOTOBKM 00BHEKTOB
BHIUUCITIUTEILHON TEXHUKHU U BHIOEJIEHHEIX
(3aIUIIaeMbIX) TOMEIIe N K aTTeCTallly.
VMeTh OMBIT OPraHU3AIUU IMOATOTOBKH
00bEeKTOB BHIYUCIUTEIbHON TEXHUKU U
BBIJIEJICHHBIX (3alMINAaeMbBIX) IIOMEIIeHUH K
aTTecTauuy mo TpeboBaHUSIM 0€30MaCHOCTH
uHdopMaIuu.

TK-5

Cnocob6eH OpPraHW30BHBATH W
MIPOBOMUTE MPUEMOYHEIE UCIHITAHUS
C3M, BBOEUTH B 9KCIUTyaTanuio C3U

OpraHu3yeT W MPOBOAUT MPUEMOYHEIE
vconuTanusgs C3HW, BBOOUT B
skcnnyatauuio C3U.

3HaTh METOABl 3aIIUTH HHGOPMAIUU OT
yTedKH, 9KCIJIyaTAaLUOHHYIO
OOKYMEHTalul0 Ha CHUCTEMY 3aIlUTH
uHpopMaIuu.

YMeTh OpraHU30BHIBATh IIPUEMOUYHEIE
UCIIBITAHUS CUCTEME 3aIIUTH UHGOPMAIUN
BrnagmeTs cmoco6aMu INpPHEMOYHEBIX
ucneiTanuit C3U, BBO#a B 3KCIIyaTalXIo
C3H.

ViMeTh ONBIT OpraHM3allU¥ IPUEMOYHBIX
UCTIBITAaHUN CUCTEM 3alUTHl HHGOOPMAaIIUHU.

[1K-6

[IporHO3upyeT pPHUCKH B
nHpOpPMaIMOHHON 0€30TaCHOCTH K
yOpaBIseT HUHIUOEHTaMHU
UH(OPMAIMOHHON 0€30IaCHOCTH

IIporasosupyer puUCKH B
nHGOPMAIMOHHOH 6e30MacCHOCTH WU
yOpaBuIsgeT UHOUOEHTAMH
HHGOPMAIMOHHOH 6€30MaCHOCTH.

3HaTh KONKUYECTBEHHHM U KayeCTBEHHHIN
TIOOXOQDHI K OIleHKe PucKoB UB.

YMeTh IPOBOOUTL KAaYECTBEHHYIO OIEHKY
PHCKOB, OIpEReNsiTh BEePOSITHOCTH
peanu3aluyd yIPoO3bl 10 OTHOUIEHUIO K
UHPOPMALUOHHOMY aKTHUBY, OIpPeneNsiTh
YyPOBEHb BO3MOXHOCTU YCIEIHOH
peanu3anuy yIPO3Hl C YIETOM TEKYIIEro
cocrosiuus UB, BHeIpEHHEIX Mep U CPENCTB
3AIIUTEL

Bnagmets MeTomaMu pa3paboTKH MeD
6e30macHOCTH, KOHTPMED U OeHCTBUH 110
KaX[o¥ aKTya/lbHOH yrpo3e A7 CHUXKEHUS
YPOBHS PUCKA, YIPaBIATh UHIUAEHTAMU
“HGOPMAIMOHHOM 6€30I1aCHOCTH.

VMeTs ONHIT ONpefeNieHUs DPUCKU B
UHGOPMAIMOHHOK 06e30MaCHOCTH W
yOIpaBIEHUST HHIUOLEeHTaMu
vHGOpPpMaUuOHHOW 6e30mMacHOCTH.

YK-2
CrnocobeH ynpaBisTh IPOEKTOM Ha
BCEX JTAllaX ero KU3HEHHOT0 IUKJIa

YopaBnaTe npoekToM Ha co3panue C3U.

3HaTh HOPMATUBHEIE aKTHl U CTAHHAPTH B
o6r1acTH yHpaBlIeHUS NPOEKTAaMHU II0
pa3paboTke cucTeM HHGOPMANMOHHOH
6€e30I1aCHOCTH.

YMeTs MOJenupoBaTh PUCKHY.

BrnageTh moHMMaHUEM CTPYKTYpPH X
CHCTEMBl B3aKMMOCBSI3UW IPOIECCOB
yIpaBIEHUS.

ViMeTh ONHT NOCTPOEHUS CUCTEM
yIpaBlleHUs NpPOeKTaMu 10 pa3paboTke
cucTeMbl HHGOOPMAIMOHHON 6e30MacHOCTH
UHOOPMAIMOHHEIX CHUCTEM B YCJIOBHAX
NPpUMEHEHUST COBPEMEHHEHX
UHGOPMALUOHHEX TEXHOJOTHUH.
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YK-3

Cmoco0eH OpPraHu30BHBATH H
pPykoBoouTh paboToi KOMaHIH,
B]:Ipa6aTbIBaH KOMaH)Z[HyIO
CTpaTeru [N HJOCTUXEHHUS
ITOCTaBJIEHHOW IIETH

Opranu3yeT paboTy IepcoHasa CiyxKObl
“HGOPMAIUOHHOK 6e30maCHOCTH IIO
IIOATOTOBKE IIPOEKTa OpraHU3alMOHHO-
pacIopsaouTeIbHON JOKYMEHTalUuu Ha
CHCTEME! 3alIUTH UHGOPMaLUH.

3HaThH OCHOBEI TPYZOBOTO
3aKOHOmaTenbCcTBa, TpeboBaHus [HOU
paboTHUKOB CHyXkO0H HHGOPMAIMOHHOH
6e301aCHOCTHU.

YMeTh opraHu30BEIBaTH PabOTy KOMAaH/EL II0
NOATOTOBKE INIPOEKTa OpTaHW3aluOHHO-
pacunopsaguTeNbHON [OKYMEHTALUM Ha
CUCTEME! 3aIIUTH HHGOPMAIUU.

BnameThs MeTomaMu OpraHu3aluu Mep,
obecneunBaionux 3¢GGEeKTUBHOCTh CUCTEMEL
3aIMUTE UHPOPMALUH.

ViMeTs ONBIT opraHusanuu o006y4eHUs
IepcoHana HUCIO0JIb30BAHUI TEXHUYECKUX,
NIPOrPaMMHBIX (IIPOrpaMMHO-TEXHUYECKUX)
CPEnCTB 3aIlUTH HHGOpMaLuy.

IIpakTHKa NPOM3BOACTBEHHAs, IP

e€IIUIIIOMHAsA MIPAaKTHKaA

TK-1

BrmageeT MeTOOUKON IPOBENEHUS
IPEANPOEKTHOTO 00CIemoBaHUsSA
00bE€KTOB HHGOPMATUIAUUU WU
BHOEJNEeHHHX(3amHAIaeMBX)
moMeIllleHuH

BrmageeT MeTORUKO# MNpOBEAEHHUS
OPENIPOEKTHOTO  00CIeZ0BaHUS
00beKTOB WHMHPOPMATHIAUUKU U
BBIJIE/IEHHBIX 3aI[UIIAEMBIX TIOMEIIEHUH.

3HaTh METOHOJIOTHIO0 IIPOEKTUPOBAHHUA

CHCTEM, KOMIJIEKCOB, CPEOCTB H
TEXHOJNOTHH obecmeyeHU s
MHOOPMAIMOHHOH 6e30mMacHOCTH,

HeoOXOomuMbe O Pa3paboTKH CHUCTEM,

KOMIIJIEKCOB, CPENCTB MU TEXHONOTHH
obecmedyeHus HHGOPMAIHOHHOH
6e30maCHOCTH.

YMeTh BHIIONHATHL NPOEKTHUPOBAHUE H
pa3paboTKy CUCTeM, KOMILJIEKCOB, CPEICTB
u TEXHOJOTHUH obecneyeHus
vHGopMaUuOHHOW 6e30mMacHOCTH.
BrnapmeTs HaBHIKamMu paboTh B cpeme CASE-
CPEeACTB aHanW3a U NPOEKTUPOBAHUSA
CHUCTEeM HABHKAMH HCHOJIb30BAHUST B
MPAKTUYEeCKOH HesSTEeIbHOCTH HOBHX
3HQHUHU ¥ YMEHUH.

VIMeTh OIBIT MPOBEJEHUS MPEeNIPOEKTHOTO
o6crenoBanusl 005eKTOB HHGOPMAaTH3AUY
Y BHI[IEJIEHHEIX 3aIUIAeMEIX IOMEIeHIH.

TIK-2
CnocobeH NPUBOOUTH
aHaNuTH4YeCKoe 00OCHOBaHHUE

HeoOXOOUMOCTH CO3HAHUSI CHCTEM
3AIMUTE HHGOPMAIMH

ITpuBopUT aHaNUTHYEeCKoe 000CHOBaHUE
HeoOX0OUMOCTH CO3[JaHHUS CHUCTEM
3ammTH UHQOPMAaIH.

3HaThb DOCCHUUCKHE U MeXAYyHapOofHHe
CTaHOapTH B 007acTd MHPOPMALUOHHOU
0e30IacHOCTH.

YMeTh mpoBomMTh 060CHOBAHHE COCTABa,
XapaKTEePUCTHK ¥ (DYHKIHOHAIbHHX
BO3MOXHOCTEH CHCTEM H CPE[CTB
obecmedyeHus HHGOPMAIHOHHOH
6e30macHOCTH OOBEKTOB 3aAL[UTH.
BnameTr HaBHKaMH o00eCHeYeHUS
uHGOpMANUOHHOHK 6e30maCHOCTHIO
00BEKTOB 3aIlUTHI.

ViMeTh OMBIT MPUBEOEHUS aHAIUTHYECKOE
000CHOBaHME HEOOXOOMMOCTH CO3LOaHHUS
CHCTEM 3aIUTH HH(POPMAIIWH.

I1K-3

BrnameeT HOpMaTUBHO-METOOUYECKOM
0a3on obOecmedyeHUs 3al[UTH
CBEEeHul, COCTaBIAIIUX
roCygapCTBeHHYI TaHHY

BrnageeT HOpPMATHBHO-METONUYECKOU

6a30#t oOecriedyeHUs 3aIIUTH CBEIEHUH,
COCTABNAKNIUX TOCYLapCTBEHHYIO
TalHy.

3HaTh OCHOBHEIE IIPUHIUIIEI OPraHUu3allun

CHCTEM, CPENCTB ¥ TEeXHOJOTHH
obecrmeuyeHus HHGOPMALUOHHOM
6e30IaCHOCTH.

YMeTh OpraHu30BaTh pabOTy IO CO3[AHUIO
WM MOJEePHHU3AIUH CHCTEM, CPENCTB H
TEXHOJOTUHM obecmedyeHUs
nHGOpMAIMOHHOK 6€30MacHOCTH B
COOTBETCTBUY C TPABOBEIMU HOPMATUBHBIMHU
aKTaMM ¥ HOPMATHBHHIMYU METONUYECKUMHU
DOKyMEHTaMHU.

BrnameTh 3HAHUSIMM 3aKOHOJATENbHBIX U
TIPaBOBHIX aKTOB B 0671acTH 0€30MacHOCTH;
MpaBUlaMU COCTaBJIE€HHMS JOKAbHBIX
HOPMATHUBHEX aKTOB W PETIaMEHTOB B
o6acTy HHPOPMALMOHHOM 6e30IIaCHOCTH.
HMeTh OmBIT MOATOTOBKM HOPMATUBHO-
METOOMYEeCKO! 6a3bl IO 3allUTe CBEIEeHUH,
COCTaBTIAOIINX TOCYNapPCTBEHHYIO TalHy.
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TK-4
Cnoco0eH OpPraHW3O0BHIBATH W
COTMPOBOXAATH aTTecTanuio

06'beKTOB BI)I‘{I/IC]'[I/ITGHI:HOI;I TEXHUKHU
M BHOEIEHHHX (3alHI[aeMbIX)
MoOMeIleHUX Ha COOTBETCTBHUE
Tpe6OBaHUSAM 1O 3allUTeE
HHbOpPMALUU

OpraHusyeT U COIPOBOXAOAeT
aTTecTalnuio 06 bEeKTOB BHIYUCIUTEIBHOM
TeXHUKU U BBIOEJIEHHEIX 3allUIaeMbIX
NOMeIleHUNA HAa COOTBETCTBUE
TpeGOBaHUSIM II0 3aIUTe HHHOPMALIUH.

3HATh MOHATHS KOHTypa 0E€30IacHOCTH,
dbusudeckre ¥ MaTeMaTUYECKUE METOIHI
HCCIeJOBAaHMS 3aIUIIEHHOCTH 00HEKTOB;
TIOPANOK MPOBEAEHUA aTTeCTalluu OG’beKTOB
uHbopMaTHU3auuu 00 TpeboOBaHUAM
Oe3omacHoCcTH uH(pOpPMauuu, TpeOOBaHUS
CTAHZAPTOB M WHHX HOPMAaTWUBHO-
TEXHUYECKUX TOKYMEHTOB 10 He30MaCHOCTH
uadopmManuu, YyTBEPXKIEHHHX
locTtexkomuccueun Poccum.

YMeTs TPOBOAUTH IKCIEPUMEHTAJbHEE
HCCIeJOBaHMS 3alUIIEHHOCTH 00HEKTOB,
pa3pabaTeBaTh TpeGOBAHUS K 3aLIUTE OT
yTeuyeK [0 TeXHUYEeCKUM KaHaslaM.

Brnamets MeTOmaMu WHCTPYMEHTATIBHOTO
KOHTPOJIS 3AIUIIEHHOCTH O0OBeKTa.
VMeThr ONDHT OpraHW3aLUUU WU
CONPOBOXKIEHUS aTTeCcTaluu OGLEKTOB
BHIUKCIIUTEILHON TEXHUKHU U BHIOEJIEHHEIX
3aIUIAeMBIX TOMEIIEeHU Ha COOTBETCTBHE
TPeGOBaHUAM II0 3aLIuTe UHGHOPMALIH.

[K-5

Cnoco06eH OpraHU30BHBAThH U
IIPOBOOUTH MPHUEMOYHEIE UCIIBITAHUA
C3H, BBomuTh B 9KcITyaTanuio C3U

OpraHu3yeT U NPOBOAUT NIPUEMOYHEIE
ucneTanusga C3UM, BBOOUT B
skcnnyartanuio C3U.

3HaTh MeTOAbl 3alIUTH HHGOPMAIUU OT
YyTEe4YKHu, 3KCHJIyaTaAaUOHHYIO
JOKYMEHTAalUI0 Ha CHUCTEeMYy 3alluTHL
“HGOPMAIIH.

YMeTh OpraHu30BHIBATh IIPUEMOYHEIE
WCIIBITAHUS CHCTEME 3aIUTH UH(DOPMAIUH.
BrnameTs cmoco6aM# TPUEMOYHEIX
ucneitanuil C3U, BBO#A B 3KCIIyaTalXIo
C3H.

ViMeTs ONBIT OpraHM3allUdl IPUEMOYHBIX
WCIIBITAHUYM CUCTEM 3aIlXTE HHPOPMALIUH.

T1K-6

[IporHO3UpyeT PHUCKH B
nHpopMannoOHHON 0E€30TaCHOCTH H
yIpaBIseT HHOUIEHTaMHU
“HDOPMAIMOHHOM 0€30ImaCHOCTH

IIporHo3upyer pUCKH B
UHPOPMALMOHHOK 06e30MacHOCTH H
yonpasinderT MHOUOEHTaAaMHu
“HGPOPMAIMOHHOM 6€30MaCcHOCTH.

3HaTh MOPSOK OPraHU3aAIMK OesiTeIbHOCTH
MO0 YyOpaBlIeHHI HUHPOPMAIUOHHOU
6e30I1aCHOCTBIO.

YMeTb OpraHU30BaTh IPOIECC YIPABIeHUS
“HGOPMAIMOHHON 6€30TacCHOCTHIO.

BrageTs HABHIKAME yIPABIEHUS CHCTEMOH
“HGOPMAIMOHHOH 6€30TTaCHOCTH.

VMeTh ONHIT aHallu3a pPUCKOB B
MHGOPMAIMOHHOW 0e30IMaCHOCTH W
yOIpaBIeHHUH HHUUOEHTAaMU
nHGOpPMAIMOHHOX 06Ee30maCHOCTH.

YK-1

Cnocoben OCYI[EeCTBIATH
KPUTUYECKUN aHanu3 IpoOJIeMHBIX
CUTyalluyi Ha OCHOBE CHUCTEMHOTO
monxopa, BEIpabaThBaTh CTPATETHI0
OeNCTBUH

OcyulecTBiasgeT KPUTUYECKUN aHaIu3
npo6eMHEIX CHUTyalui# Ha OCHOBeE
CHCTEMHOTO IIO[IXOfa, BhIpabaTkIBaTh
CTpaTerui0 [eiCTBUI.

3HaTh crtocoOwl c6opa U 06Pab0TKYU MaHHBIX,
METOMOJIOTHIO ¥ CIIOCOOHI MCCIIe[JOBaHUS B
obacTy HHPOPMAIXOHHOM 6e30IIaCHOCTH.
YMeTr aHanu3upoBaTh HEOOXOLUMYIO
vHopMaImio B 0671aCTH WHPOPMAIIHOHHOH
6e30macHOCTH, COXepXKamylCcsa B
Pa3IUYHHX (HOpMax OTYETHOCTU M IPOYUX
OTEYECTBEHHEIX U 3apy0eKHEIX UCTOYHUKA.
BnageTs HaBHKAMH HHTEpPIpeTaluu
UHPOPMALUK, CoepXKalleHcs B Pa3IHUHEIX
OTeYEeCTBEHHHIX U 3apy0eKHBIX HCTOYHHUKAX
B o6mactu UHGDOPMAILUOHHOH
6e30IaCHOCTH.

VMeTr ONHT aHanu3a NOpPo6GIeMHEX
CUTyauuy HAa OCHOBE CUCTEMHOT0 IIOIXO0Na

IIpakTHKa IPOM3BOACTBEHHAsA, MIPOEKTHO-TEXHOJIOTHIECKasl MPaKTHKa
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OIIK-1

CnocofeH 000CHOBHIBATH
TpeGOoBaHUS K CUCTeMe 0beCIedeHus:
nHpOpManuoOHHON 0E€30TaCHOCTH H
paspabaTHBaTh MPOEKT
TEXHHYECKOTO 3aJaHUs Ha e€e
CO3TaHue;

O6GocHOBHIBaeT TPeGOBAHUS K CHCTEME
obecnedeHus  HMHDOPMAIUOHHOU
0e30I1acHOCTY U croco0eH pa3paboTaTh
IPOEKT TeXHMYECKOTO 3aJaHusl Ha ee
CO37aHue.

3HAaTh YS3BUMOCTH HHGPOPMAILMOHHEIX
pecypcoB, BO3MOXHHEE YIPO3H
6e30mMaCHOCTH uEbpopManuHu,
HH(POPMAIMOHHEIE TPOIIECCH 00 BEKTOB.

YMmeTs ompenensiTe HHGOpPMAIUOHHEE

pecypcH, TIORIexXalmue 3aluUTe
uedopmanuu, yrpo3sl 6e30macHOCTH
uHpopMaIuu.

BrnagerTs npobpeccruoOHaNbHOH

TePMHUHONIOTHEH B 0067acTd 06ecrIeueHus
6e30MaCHOCTH ITEPCOHANBHEIX HAHHBIX;
MEeTOfaMM MOHHUTOPHUHTAa M ayOHTa,
BHISIBIEHUS YIPo3 U YyIPaBIEHUS
vHGopMauuOHHOH 6e30mMacHOCTHIO.
HMeTs onblT popManbHOM IOCTAHOBKU U
pemeHus 3agmadyu obecmedeHUs
UHGOPMAIIMOHHOH 0e30MaCHOCTH
KOMIOBIOTEPHHX CHCTEM.

OIIK-2

CnocobeH pa3pabaTHBaThH
TeXHUYECKHH MPOEKT CHUCTEMBH
(momcucteMbl nu60 KOMIIOHEHTA
CUCTEMH ) obecnedyeHHusa
“HGOPMAIMOHHOM 6€30MaCcHOCTH;

CmocobeH pa3paboTaTh TEXHHYECKHE
IPOEKTH CHCTeM (momcucteMm) nubo
KOMIIOHEHTa CHUCTEMH 00€eCIedeHus
“HGOPMalMOHHOM 6e30IacHOCTH.

3HATh OCHOBHl OPTAHM3ALMUU 3AMUTH
TOCYyZapCTBEHHOH Ta#HBH u
KOHOUOEHIMAaTbHOY HHPOPMALUY; METOIEI
aHanu3a MHQPOPMAIMOHHON 6e30MacHOCTH
00BEKTOB ¥ CHCTEM; CTAaHAApPTHl B 00/1aCTH
uHpOPMaIMOHHO! 6€30I1acCHOCTH.

YMeTb OTedueCTBEHHBIe U 3apyOeKHEIE
CTAaHJApTH B 00/1aCTH KOMIBIOTEPHOH
6e30macHOCTH ¥ HHGOPMAIUOHHOHU
6e30mMacHOCTH 00BbEKTOB Oms
TMPOEKTUPOBAHUS, Pa3pabOTKU U OIEHKHU
3aIUIIEHHOCTH KOMIBIOTEPHEIX CHCTEM.
BrnameTs MeTOOMKaMH TPOBEPKH
3aIUIIEHHOCTH 00B5eKTOB HHGOPMaTH3aluK
Ha CcooTBeTCcTBHUe TpebGoBaHUAM
HOPMATHUBHEIX OOKYMEHTOB.

VimeTh OmBIT Pa3pabOTKM TEXHUYECKUX
NIPOEKTOB cucrteM (mopcucrteMm) nubo
KOMIOHEHTA CHCTEeMH of0ecnedeHus
UHPOPMAIMOHHON 6e30macHOCTH.

OIIK-3

Cmoco0eH pa3pabaThBaTh IPOEKTH
OPTaHU3alMOHHO-PACIIOPSAUTETBHEIX
OOKYMEHTOB 10 oO0eclnedyeHUIO
nHOOPMAIMOHHOM 6e30MacHOCTH;

Cmocob6eH pa3paboTaTh MPOEKTH
OpraHK3alrOHHO-PACIOPSIAUTEIbHEIX
ODOKYMEHTOB 1O 06eCIedYeHUIo
“HGOPMAaIMOHHOM 6€30IaCHOCTH.

3HaTh TpeGOBaHI/IH OCHOBHBIX ﬂeﬁCTByIOLL[HX

rocymapctBeHHEX cTaHpaptos ([OCT)
periaMeHTUpPylOUUe IIOCTPOEHUE,
NPOEKTUPOBaHUE U JKCIJyaTaluio

I/IH(I)OpMaLII/IOHHLIX U QHAJIUTUYECKUuX
CHUCTEM.

YMeTb oOCyWmecTBISTh HOATOTOBKY
TeXHUYECKUX 3aJaHUN Ha IOCTPOEHUE U
NIPOEKTUPOBaHUWEe WHOOPMAIUOHHEIX U
QHAJIUTUYECKUX CUCTEM; OCYIUIECTBISATH
MOOTOTOBKY OPTAaHU3AILUOHHO-
pPacHOpSANUTENbHOHR OOKYMEHTalluK
(MHCTPYKUKHU, TPHUKA3bl, PACIOPSKEHUST)
periaMeHTUDYOMmEH  9KCIJIyaTalHio
UHGOPMAIMOHHEIX CHUCTEM.

BrnapmeTts HaBhiKamMu odopmieHus pabouei
TEXHUYECKON TOKYMEHTAIUY.

VMeTs omnbT pa3paboTKu MPOEKTOB
OpPTaHU3AIUOHHO-PACIOPSAAUTEIBHEIX
ODOKYMeHTOB 10 ob6ecmnedYeHHUIO
nHpopMauuoOHHON Ge30macHOCTH.
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OITK-4

CnocobeH ocyuecTBIsATL cOop,
06paboTKy ¥ aHalIM3 HAy4YHO-
TeXHU4YeCKo! uHdopManuu 1o treme
HUccienoBaHus, pa3pabaThBaTh
IJIaHE ¥ NMPOTPAMMbl IPOBENEHUS
HAay4YHHX HCCIEOOBAaHUE u
TEXHUYECKHUX Pa3paboTok;

OcymecTBnsier c6op, 06paboTKy u
aHaANIu3 HAay4YHO-TEXHHUYECKOH
HHOOPMAIMK 110 TeMe HCCIeN0BaHUS,
paspabaTeBaTh IJIAHH U NPOTPAMMEL
IPOBENEHNUST HayYHBIX MCCIIENOBAaHUN U
TEXHUYECKUX Pa3paboToxk.

3HaTh METOOH MHPOEKTUPOBAHUS
aBTOMATHU3UPOBAHHEIX CHUCTEM; OCHOBHEIE
TIPUHIMITEL TPOEKTHOTO YIIPaBIIEHUS.
YMeTb IpPOEKTUPOBATH U CONPOBOXKAATH
THUIOBELE CIenuanu3UpOBAHHEIE
aBTOMATH3MPOBAHHEE WH(DOPMAIMOHHLE
CUCTEMEI, JIOKAJIbHEIE CETH; OCYLIECTBIISAThH
TMOATOTOBKY TEXHUKO-9KOHOMHUYECKHUX
000CHOBaHUI COOTBETCTBYIOIINX MTPOEKTHEIX
peLIeHun.

BrnapmeTs HaBHIKaMU OIpPefieNieHus 3aTpaT
KOMIODAaHAKM Ha WHOOPMALUOHHYIO
0e3011aCHOCTh U TIPOBeNEeHNUsT 3aBUCUMOCTH
MeX[y 3aTpaTaMud U YDPOBHeM
3aMUIIEeHHOCTH.

HimeTh ombIT c6opa, 00paboTKYM ¥ aHATH3a
HAy4YHO-TEXHUYECKOM MHPOPMAINHY 10 TEME
HCCIIeOBaHMs, pa3pabaTHBaTh MJIAHH U
MpPOTpaMMbl IPOBEeJEHUS HAYYHHX
HCCIIeNOBaHUMN ¥ TEXHUYECKUX Pa3paboToK.

OIIK-5

Cnoco6eH NIpPOBOAUTL Hay4HHeE
HCCIeNOBaHUL, BKIOYas
3KCIIepUMeHTallbHble, 06pabaTEBaTh
pe3ynbTaThH UCClefoBaHUH,
opopMNIATE HAYYHO-TEXHUYECKHUE
OTYETH, 0030DE, TOTOBUTH IO
pe3ynbTaraM BEIIIOTHEHHEIX
HCCIef0oBaHUlN Hay4YHEE MOKJIAfH H
CTaTbU.

[IpoBOOUT HAy4YHbE HCCIENOBAHHUS,
BKJIIOYad 9KCIePUMEHTAalbHEE,
o6pabaTHBaTh pe3ynbTaThH
HCCJIeHOBaHuM, 0GOPMISTH HAYYHO-
TeXHUYEeCKNe 0TYEeTHl, 0630P5l, TOTOBUTD
IO pe3yinbTaTaM BHIOJIHEHHHX
HUCCIEeNOBAaHWHM HAy4YHEE OOKJIAObl U
CTaThHU.

3HaThH OCHOBHE € MPUHI KU
3KCIepUMEHTANlbHEX  HCCIIEOBAHUI,
COOTHOIIEHUE TEOPEeTHUYECKOTO W
9KCIIEPUMEHTAJIbHOT'O0 3HAHUS, METOOHUKY]
TIPOBEIEHHS IKCIEPUMEHTOB.

YMmeTh pas3bupaTbcsi B n1abopaTopHOM
000pyHOBAHUU IO TPOPHUII CBOEH
onesiTenbHOCTH #W paboTaTh C
000OpymoBaHUEM [Jis TPOBEJEHUS
3KCIIePUMEHTOB, NMPUMEHSTh METOTUKH,
obpabaTHBaTh pe3yabTATH, NPOBONUTH
OLEHKY TMOTPeIIHOCTH, MPOBOMUTH
9KCIEePUMEHTAbHO-UCCIEN0BATEIbCKUE
paboThl CUCTEMHI 3AIUTH WH(GOPMAIH.
BrniameTh HaBEIKAMU BHITIOJIHEHUS PACYETOB,
00paboTKK pPe3yIbTaTOB 9KCIEPUMEHTOB,
OL[EHKY IOTPEIIHOCTed U JOCTOBEPHOCTH
pe3ynbTaToOB, HABHKAMU MNPOBENEHUS
3KCIIEePUMEHTaIbHO-UCCIEN0BATENbCKUX
paboT CUCTEeMEI 3aIIUTH HHPOPMAIIUH.
WMeTsr omnelT oboOpMIEeHUS HaY4YHO-
TEXHHYECKHX OT4YeTOB, 0030pOB,
Pe3yJIbTaTOB BHIIOJHEHHHIX MCCIIETOBaHUH,
HAYYHBIX IOKJIAfIOB ¥ CTATEH.

CepTuduKamus CpeacTB 3alIUTHI HHPOPMaIHH

TK-3

BrnameeT HOpMaTUBHO-METOOUYECKOM
0a3oii obOecmeyeHHS 3AIUTH
CBeIEeHUuH, COCTABISIOIMUX
TOCYOapCTBEHHYI0 TaWHY

BrnageeT HOpPMaTMBHO-METONMYECKON

0a30i o0ecreyeHns 3alIUTHl CBeIEHUH,
COCTABNAIIUX TOCYAAPCTBEHHYIO
TaHy.

3HaTh HOPMAaTHUBHO-IIPaBOBOe o0ecredeHUe
cepTudUKAOUU TEXHUUYECKUX U
NIPOrPaMMHEX CPEACTB 3aIlMUTH
uHOGOPMANNY, TPABUIA JTUIEH3UPOBAHUS U
cepTuduKanuu B 00JIACTU 3AIMIUTH
uadopManuy; NOPSINOK IHPOBEOEHUST
arTecTaluyd 00BHEKTOB MHGOPMAIUMOHHOH
3aIUTHL.

YMeTh MPUMEHSITh CTAaHHAPTH U APYyTHE
HOpPMaTUBHEE OOKYMEHTH IIpU OIlEHKe,
KOHTpOJIe KayeCcTBa U CepTUOHUKAILUY;
OTIpefeNsiTh pPalMOHANIbHEIE CIOCOOH H
CpenCTBa 3alUTH HHGOpManuy Ha 00beKTe
UHGOPMATHU3ANY; OpraHm30BaTh
MEePONPHUATHS 10 3amuTe HHGopManuy Ha
o0bekTe HHGOPMaTU3AIUN.

BrnageTrs cxemaMu cepTUGUKAUUU U
IpaBuUIaMHu OJEKJIapupOBaHUA
COOTBETCTBUS; IPU3HAKaMU 0053aTeIbHOH
¥ D0GPOBOJILHOM CepTUhUKALINH.

M CKyCCTBEHHBIN HHTEJUIEKT
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VK-2
Crnoco6eH ympaBisTh IPOEKTOM Ha
BCEX 9TallaxX ero XXKU3HEeHHOTO LUKJIa

3HaeT OCHOBHEIE MOJENIM XKHU3HEHHOTO
IIAKJIa TTPOEKTa, ero 3TAmbl U (a3kl, UxX
XapaKTEePUCTUKHU ¥ 0COGEHHOCTH.

3HaerT OCHOBH OHOCTPOEHHUSI
UHGOPMALUOHHO-BHUNCIUTEIBHEIX CUCTEM;
nepeYeHb KOHCTPYKUUU U OuGIUOTEK
SI3BIKOB IIPOTrPaMMHUPOBaHUA, IIPUHIUIIOB
NMOCTPOEHUS IPOTPaMM B IIPOIEAyPHO-
OPUEHTHPOBAHHOH U OO0BEKTHO-
OpDHEHTHPOBAHHOU mapajuUrMax.
YMeeT peanu30BHBATH aATOPUTMHL Ha
SI3BIKE MPOTPAaMMUPOBAHUS, OCYIIECTBIATh
paboOTEl C WMHTETPUPOBAHHOU CPEROU
pa3paboTKu IporpaMMHOro obecrnedeHUs,
MPOBOOUTL OIEHKY BHYUCIUTEIbHOU
CJI0KHOCTH.

Bnageer HaBHKaMu paboTH C
VHTETPUPOBAHHOU Cpemoi pa3paboTkKu
TIPOTPAaMMHOT0 00ECIIeYeHNUsI, ONPENeIeHNS
BEIYUCIIUTENILHON CJI0KHOCTH PEATU3yEeMEIX
aNIrOPUTMOB.

1.7 CBegeHHs1 0 IPodeCCOPCKO-IpenoIaBaTeIbCKOM COCTaBe, HEOOXOIHMOM ISl peaIu3aluu

00pa30BaTe/ILHON MPOrPaMMbI

1. Peanuzanus IIPOrpaMMBbI MaruCTpaTypPEI obecreuyrBaeTCs NegarornyeCcKuMu pa60THI/IKaMI/I Opl"aHI/I3aLII/II/I, a
TaKXe JInllaMHU, IIPHUBJIEKa€MbIMU OpraHH3auHe171 K peajin3aluy IIPOrpaMMbl MaruCTPATyPHI Ha UHBIX

YCIIOBUAX.

. KBanu¢ukanus negarornieckux paboTHUKOB OpraHu3aliy 0TBeYaeT KBanu(pUKaIMOHHEM TPEOOBaHUIM,
VKa3aHHEIM B KBaIU(PUKAIMOHHEIX CIIPABOYHUKAX U (MIK) IpodeCcCHOHaNbHEIX CTaHAapTax (Ipy Haauduin).
. He menee 80 nporeHTOB YHCIIEHHOCTH IIeflarornyeckux paboTHUKOB Opranu3aluy, y4acTBYOIIUX B
peanu3anyy IporpaMMbl MaruCTPaTyphl, U JIUL, IprBIeKaeMbx OpraHu3anued K peaau3alu IporpaMMEL
MarucTpaTyphl Ha MHEIX YCIIOBUAX (MCXOMS U3 KOJIMYECTBa 3aMellaeMEIX CTaBOK, IPUBEEHHOT0 K
1[eJIOYHNCIIEHHEIM 3HaUeHUIM), BeIyT HayuHY0, y4eOHO-MeTOOUYEeCKYIo U (MIK) IpakTUiecKyio paboTy,
COOTBETCTBYIOIIYI0 IPOGUIIIO IPerofaBaeMol JUCIUIIINHEL (MOLYTIS).

. He MeHee 5 mpoIIeHTOB YHCIIEHHOCTH NTENArorudeckux paboTHUKOB OpraHu3anuy, y4acTBYIOIINX B
peanu3alyy IPOrpaMMEl MaruCTPaTYPE], U JINL, IpuBIeKaeMblx OpraHu3anyell K peanu3aiy IporpaMMel
MarvucTpaTyphl Ha UHBIX YCIOBUAX (MCXOMS U3 KOJIMUECTBA 3aMelllaeMbIX CTaBOK, IPUBENEHHOr0 K
LIEJIOYHCIIEHHEIM 3HAUEHUSIM), SIBJITIOTCS PYKOBOOUTENIMHY U (1y1H) PaOOTHUKAMK MHEIX OPTaHU3aLuUH,
OCYIIECTBISIOUIMMY TPYIOBYIO JeSTEIbHOCTh B TPodecCcHoHanbHoM chepe, COOTBETCTBYIONIEH
npodeCcCUOHANBHOM NeATeIbHOCTH, K KOTOPOM IOTOBATCS BEIIYCKHUKY (MMeTh CTax paboThl B JaHHOM
mpodeccuonanbHoOM chepe HE MeHee 3 JIET).

. Oons nemaroruyeckux paboTHUKOB Oprau3auuy (KCXOOs U3 KOJIMYeCTBa 3aMellaeMbIX CTaBOK,
IPUBENEHHOT0 K IIeJIOYNCIIEHHBIM 3HAYEHNSIM) COCTaBIIsIeT He MeHee 55 MPOIIeHTOB OT 06IIero KOIuYecTBa
JIUII, IPUBNIEKAEMEIX K Peanu3aliyl IPOrPaMMEl MaTruCTPaTyPhL.

. He meHee 60 mpOIEHTOB YHCIIEHHOCTH IIEAAroruyecKux PaboTHUKOB OpraHu3aliy U JINLl, IIPUBIEKAEMEIX K
00pa3oBaTeIbHOM AesATeMbHOCTH OpraHu3aly Ha UHEIX YCIIOBUSX (MCXOMS M3 KOJIMYEeCTBa 3aMelIaeMEIX
CTaBOK, IPUBEEHHOT0 K LIeJIOUUCIIEHHEIM 3HaUeHUIM), UMEeIOT YUEHYIO0 CTelleHb (B TOM 4HCIie YIeHYI0
CTelleHb, TOIyYEHHYI0 B MHOCTPAHHOM I'OCYyLapCcTBe U Ipu3HaBaeMyo B Poccuiickoy ®epepanun) u (unu)
yueHOe 3BaHUe (B TOM UKCJle YieHOe 3BaHue, II0JIy4eHHOe B MHOCTPAHHOM I'OCYyapCTBe U IpU3HaBaeMoe B
Poccuiickon ®epepauun).

B peanu3zanuu nporpaMMbl MaruCTPaTyphl AOMXKEH MPUHUMAET y4acThe OfWH Mefarorudyeckuil paboTHUK
Opranusanuy, IMEINN yIeHY0 CTeIIeHb WU yYeHOe 3BaHUE 10 Hay4yHoU cnenuanbHoCcTH 05.13.19 "MeTone! u
CHCTEeMHl 3amuThl mHGopMauwmu, nHGOpMaUMoHHAS 0E30MacHOCTL" WU IO HAYYHOU CIEIUaIbHOCTH,
COOTBETCTBYIOIle! HalpaBleHUSIM IOATOTOBKM KaApPOB BHICIIEH KBanu(UKAIMU 110 IpOrpaMMaM IOATOTOBKU
Hay4YHO-IIefaroruyeCckuX KaApoB B afbIOHKTYype, BXOOSAIIUM B YKPYNHEHHYIO TPYNNY CIeLUalbHOCTEH U
HampasneHu# moarotoku 10.00.00 "UubopMalmonHas 6€30mMacHOCTD".

1. O61ee PyKOBOLCTBO HAYYHEIM COePKaHUeM IIPOrpaMMbl MaruCTPATYPHL OCYIIEeCTBIISETCS HayYHO-
nefaroruyeckuM paboTHUKOM OpraHu3alnuy, UMeIouM YYeHYI0 CTEeNeHb (B TOM YHCJe YYEHYI0 CTeIleHb,
TIOJIyYEHHYI0 B THOCTPAaHHOM TOCYHOapCTBe U Mpu3HaBaeMyio B Poccuiickoit ®efepanunu), OCyIeCTBISIOUINM
CaMOCTOSITEIbHEIE HAyYHO-UCCIIEI0BATENbCKIE (TBOPYECKHE) IPOEKTH (YUaCTBYIOUIAM B OCYIIECTBIEHUH
TAKWX IIPOEKTOB) 110 HAIIPABJIEHHIO IIOATOTOBKY, UMEIOIINM eKeTOfHEIE Iy0INKAlUY 10 Pe3yIbTaTaM
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VKa3aHHOU Hay4HO-UCCIIe0BaTEIbCKOM (TBOPUECKOH) NeATEIbHOCTY B BEAYIIUX 0T€4eCTBEeHHEIX
PEleH3UPYEeMbIX HayYHEIX KyPHA/IaX ¥ U3NAHUAX, & TAKKE OCYLIIECTBIIIIONINM €KEeTOTHYI0 anpodariuio
pe3ynbTaToOB YKa3aHHOM Hay4YHO- UCCIIeI0BATEILCKOW (TBOPYECKOM) NesITeIbHOCTA Ha HallMOHAIbHBIX U
MeXIyHAaPOOHEIX KOHGEPEHIIUIX.

2. Auble cBegeHusn

O6pa3oBaTebHas OeATEIbHOCTD 110 00pa30BaTe/IbHON IIPOrpaMMe IIPOBOLUTCS:

- B hopMe KOHTaKTHOM paboTh oOyuatomuxcs ¢ HITP (manee - KoHTaKTHas pabora);

- B hopMe caMOCTOSITeNIbHOM paboThl 06y4alomuXCs;

- B MHHIX (hopMaX, omIpeessieMbx pabourMy IIporpaMMaM JUCIUITIINH (MOAYIei), MPorpaMMaMy TPAKTHK.

KonTakTHast paboTa MOXKeT OLITh ayIUTOPHON, BHEAYOUTOPHOM, a TaKXkKe IMPOBOAUTHCS B 3JIEKTPOHHOH
nHbOpManuoHHo-06pa3oBaTenpHON cpene Ky3I'TY - Apromatu3upoBanHoi MHopMammonHoi Cucteme (AWC)
«IToprain. Kys['TY».

YueOHble 3aHATHUSA 110 JUCHUIIIMHAM (MOAYISAM), IPOMEKYTOYHAS aTTeCTAlUs 00y4YalomMXCs U UTOroBas
(rocymapcTBeHHas UTOTOBast) aTTecTalus 00ydYaroUnXcs IPOBOAIATCA B popMe KOHTAKTHOM paboTH U B dhopMe
CaMOCTOSITENTbHOM paboThl 06yYarOUIUXCS.

KoHTakTHas paboTa pu mpoBefieHUH YUeOHBIX 3aHATUN [0 JUCIUIIIMHAM (MOMYIISIM) BKIIIOUaeT B ce0s:

- 3aHATHUS JEeKIHOHHOTO THUMA (JIeKIuM ¥ HHHe yueOHBIE 3aHITHSA, NMpPeAyCcMaTpHUBAIINe
MIPEUMYIIECTBEHHYIO Iepenavdy yue6HoN umHGopMauuu HIIP obydaromumcs);

- 3aHATHUS CEMUHAPCKOT0 TUIA (CeMUHAPHI, MPAKTUYECKIE 3aHSATHS, TPAKTUKYMEI, TabopaTopHEle paboTH,
KOJIJIOKBUYMEL ¥ HHBEIE @HAJIOTUYHEIE 3aHATHS);

- TPYIIIOBLIE KOHCYIbTAINY;

- UHOUBUYaNIbHYI0 paboTy obyuatomuxcs ¢ HIIP (B ToMm yucie MHOMBUAYAIbHEIE KOHCYJIBTAIUN);

- WUHYI0 KOHTaKTHYI paboTy (mpu HeoOXOOMMOCTH), MPedyCMaTpPUBAIOIIYI0 TPYIIOBYIO HIU
WHOUBUAYaIbHYI0 paboTy obydarouuxcs ¢ HIIP.

ITpakTuKa IPOBOAUTCS B HhOpMe KOHTAKTHOHN PabOTH M B MHHX (OopMax, YCTAaHOBJIEHHHIX IIPOrpaMMOi
TIPaKTUKH.

2.1 IlepeyeHb METOIOB, CPEACTB 00y4eHHsI U 00PA30BaATEIHLHBIX TEXHOIOT Ui

No HauMmeHoBaHHe
- /;1 oOpa3oBaTe/IbHOH Kparkasi xapaKTepUCTHKa
TEeXHOJIOTHH
1 |Ke#lc-TeXHOIOTHH TexHOOTHsI, OCHOBAHHAS Ha KOMIIJIEKTOBAaHUU HAOOPOB (KEHCOB) MaTEPHAJIOB 110

TeMe ¥ 3aJjaHui 110 TPOOIEMHOU CUTYalluy B HEH, U Iepefadn X 00yJamuMCs
OJISL CaMOCTOSITeIbHOTO U3YYEeHUSI U PeLIeHUs C IOCIeAyIOINM KOJIIEKTUBHEIM
o0CcyXaeHWEM BapuUAHTOB [l BHPAaOOTKM Haumboliee panUOHANIBHBEIX
IpenI0XeHu

2 |TexHonoruss [menoBoi|TexHOMOrHs, OCHOBaHHAS Ha KOMIINIEKTOBAHUU HAOOPOB (KeHCOB) MaTepHUasoB 1o
HTPHI TeMe ¥ 3aJaHui 10 IPoOIeMHOM CUTyalluy B Hel, U Iepefaur ux 00yJammuMcs
OJIST CAMOCTOSITEILHOTO U3YUYEHUS ¥ PELIEHHUS C IOCIeOYIIUM KOIIeKTHBHEIM
o0cyxXOeHWeM BapHaHTOB [/ BHPaboOTKH Hauboliee palUOHANILHBEIX

TIpenJioXKeHu !
3 [MudopmanumoHHHEe |Mcrnomb3oBaHue aKTyadbHEIX UT ¥ MPOTPaMMHBIX CPEHCTB, BOCTPeOOBAaHHHX B
TEeXHOJIOTUH COOTBETCTBYIOIIMX OTPACIISX [AJIS pelleHus TpodeCCUoHaNbHEIX 3a0ay
4 |CkBo3Hbe 1nudposue|llpuMeHenne 00y4aOmMUMUCT UUPPOBEIX TEXHOJOTHUH (KaK CKBO3HHIX, TaK U
TEXHOJIOTUHU HOBHIX TTPOM3BO[ICTBEHHEIX), BOCTPEOOBAHHEIX B OTPACIH, OIS PEIICHUHU 3amay

npodeCcCruoHaNbHOM IeATETEHOCTH

5 |[Texuonmoruu Pemenue 00ydalmUMUCS IOCTaBIEHHEIX NPOOIEMHEIX 3afad U IPOOJIEMHBIX
mpobireMHOro ofydueHus |cUTyauuii, TpeOyIMINUX CaMOCTOSTENILHOTO IIOMCKa NONONHUTENLHEIX 3HAaHUM U
CII0C000B HAaXOXKOEHUSI HEN3BECTHOTO

6 |TexHomorum mpoeKTHOro|CmeluanbHO OpTraHM30BaHHAS ydeOHAs [esITENbHOCTH OO0yYaNUUXCH,
o0yueHus orpaHMYEeHHAs BO BPEMEHM, HalleJIeHHAs Ha PeIlleHue OIpPefe/IeHHOM Mpo6IeMbl
¥ MMeIOIIas B KaUeCTBe pe3ysIbTaTa KOHEUHBIN ITPONYKT AESITEIbHOCTH - ITPOEKT.

7 |(Texnonoruu [lpumeHeHUe 00y4AIOMUMUCS 3JIEMEHTOB MCKYCCTBEHHOT'0 MHTEJJIEKTa IJIs
HCKYCCTBEHHOTO |pelleHUU 3amay IpodecCuoHaIbHON NesTeIbHOCTH
WHTeJEeKTa
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8 |[[IpakTuko BrimonHeHue 00ydYaOIMMUMUCS ONpPefeIeHHEIX BUAOB paboT, CBS3aHHBIX C
OpPHEHTHUDPOBaHHEHE [0ynyme# npodbecCHOHANbHON OESITENbBHOCTHI0 W HANPABJIEHHHX Ha
TEXHOJOTHHU dbopMupoBaHuMe, 3aKpeNIeHHEe, Pa3BUTHE MNPAKTUYECKUX HABHIKOB U
KOMIETEHIUH 10 HPOGUII0 COOTBETCTBYIOIIEH 06pa30BaTENIbHON MPOTPAMMEL
IpY peanus3aluy OUCHUIINH (MOAyJed), NPAaKTUKU, UHHX KOMIIOHEHTOB
00pa30BaTEIbHEIX [IPOTPaMM, IPEOYCMOTPEHHBIX YYeOHBIM IIAHOM

9 |9nexTpoHHOe 06yueHue,|OpraHusanus y4eOHBIX 3aHITUN B BUE OHJIAMH-KYPCOB, 00€CIeYNBAIOIINX IS

OUCTAaHIOUOHHEIE 06yqa10Luchs{ HE3aBUCHMO OT UX MeCTa HAaXOXIOEHHNSA U MeCTa HAaXO0XIOEeHUug
o6pa3oBaTenbHbe |Ky3['TY, nocTuxkeHUe U OLEHKY PE3yIbTATOB O0yUEHUS NMyTEM OPraHU3ALUU
TEXHOJIOTUHU 00pa30BaTENbHOW [ESTENBHOCTH B 3IEKTPOHHON HHDOPMAIMOHHO-

obpa3zoBaTenpHOM cpene Ky3I'TY, K KOTOPO# PeoCTaBseTCsI OTKPHITEIN HOCTYII
yepe3 UHDOPMAIMOHHO-TeIeKOMMYHUKAIIMOHHYIO ceTh "HHTepHeT"

2.2 HopMaTHBHbBIE JOKYMEHTHI Isl pa3padoTKu 00pa30BaTe/IbHON MPOrPaMMbI

- ®emepanbHBIN 3aKOH 0T 29.12.2012 Ne 273-®3 «006 o6pa3oBanuu B Poccuiickoit Pemepaiiun»;

- Ilpuka3 MunoOprHayku Poccuu ot 6 anpens 2021 r. Ne 245 «O6 yTBepXKACHUN MOPSIAKA OPTaHU3AIMY 1
OCYILECTBIIEHUST 00Pa30BaTEIbHON ESTEIBHOCTH 110 00pa30BaTeIbHEIM IIPOTrPpaMMaM BHICIIETO0 00Pa30BaHUS -
mporpamMmam 0akajiaBpuaTa, IporpaMMaM CIIelMaJuTeTa, IporpaMMaM MaruCTPaTyPhI»;

- Ilpukas Munobprayku PO ot 26 Hosa6ps 2020 r. Ne 1455 «0O6 yTBepxkpeHuu demepanbHOTO
TOCYyHapCTBEHHOTO0 00pa30BaTeNbHOr0 CTaHOapTa BHICIIEro oOpa3oBaHUS - MarucTpaTypa HalpaBIEHUIO
noprotoBku 10.04.01 MudopmanmoHHas 6e30MacHOCTD.

- IIpodeccuoHanbHble CTaHAAPTHL;

- YcraB Ky3I'TY.

2.3 TpeOoBaHHsI K MaTepPHA/IbHO-TEXHHYECKOMY H Y4eOHO-METOOTHYECKOMY 00eCIedeHHIO
oOpa3oBaTe/TbHOH NMPOTrPaMMBbI

151 H3y4eHUusI TUCHHUIUINH MOXKEeT HCI0JIb30BaThCs C/IeAyI0Iee MPOorpaMMHOe 00eCIeYeHue:
. 7-Zip

. Open Office

. Microsoft Windows

. ESET NOD32 Smart Security Business Edition
. Kaspersky Endpoint Security

. bpaysep CnyTHUK

. Libre Office

. Mozilla Firefox

9. Google Chrome

10. Opera

11. Yandex

12. Microsoft Project

13. GIMP

OO Ul WN -

2.4 Oco0eHHOCTH OpraHH3amuHd 00pa30BaTeIHLHOU [EsITeIbHOCTH I/isi 00YYaIOMHUXCHA C
OrpaHu4YeHHBIMH BO3MOZKHOCTSIMH 310POBbsS

2.4.1. Ina obecneyenus o6pa3oBaHUsS WHBAIUAOB U 00YYAIOIINXCS C OTPAHUYEHHEIME BO3MOXKHOCTSMU
3m0poBhs (manee BMmecTe - oOyuatomuecss ¢ OB3) B Kys['TY co3maHbl cmelualbHbEE YCIOBUS 00y4eHUS
(BocmMTaHMS), B TOM YMCIIE CllelranbHEe 06pa30BaTebHEIe TPOTPAMMEl ¥ METOOE 00YUYeHUs, HHOIUBUIYAIbHEIE
TeXHUYECKHe CPefCcTBa O0yUYeHHUs ¥ Cpefa KU3HENesTeIbHOCTH, a TaKXe MPeJoCTaBISIOTCS Mefaroruieckue,
MEJUIIMHCKNE, COI[MANbHble U UHBIE YCIyTH, 663 KOTOPHX nuiaM ¢ OB3 HeBO3MOKHO (3aTpPyIHEHO) OCBOEHUE
00pa30BaTENBHAIX TPOTPAMM.

O6yuammumcss ¢ OB3 ofecneyeHa OecupensiTCTBEHHAs NOCTYHHOCTH mpuieramomeid x KysI'TY
TEePPUTOPHUY, BXONHEIX IyTel, IyTell IepeMelleHUs BHYTpPU 3maHus, Tepputopusi KysI'TY cooTBeTCTByeT
ycrnoBusiM 6eCIpensiTCTBEHHOr0, 6€30IaCHOTO U YOOOHOTO IMEPEBUKEHUS JIUI], YKa3aHHOU KaTeropuu. Beibop
MECT IIPOX0XIeHUS IPaKTUKY myig obydatomuxcs ¢ OB3 ocymiecTBisieTcs ¢ yueToM TpefoBaHUM UX OOCTYIHOCTH,
pPeKoMeHganu# MeguKO-COUMaIbHOM 3KCIEePTU3h OTHOCHTEIbHO YCIIOBUU W BHOOB TPYMHA, CONEPKAIIUXCS B
MHOVBUOYaIbHOM IPOrpaMMe peadumuTal[iy HHBAJTH/IA.

O6yuatomuecss ¢ OB3 MoryT o6y4aThCsl 0 WHOUBUAYAJIbHOMY y4eOHOMY IJIaHy ¥ afalTHPOBAHHOM
o6pa30BaTeNbHON MpOrpaMMe C y4eTOM HX 0coOeHHOCTed M oOpa3oBaTeNnbHHX moTpebHOCTel. [Ipu
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He00XOIMMOCTY BO3MOXKHO YBeINYEHNE CPOKa 00y4eHNs Ha CPOK, yCTAHOBIIEHHEIH B cooTBeTCTBUH ¢ OI'OC s
yKa3aHHOM KaTeropuu nuil. [Ipu cocTaBleHMM HHAUBUMYANIBHOIO y4eOHOro IjaHa U afalTHPOBAHHOMN
o0pa3oBaTebHON IPOrpaMMbl MOTYT IIPedyCcMaTpUBaThCS Pa3IMyHbEe BAPUaHTH IIPOBefieHus 3aHATul. C Ienblo
KOMIIJIEKCHOTO CONpPOBOXAeHUs oOyuatomuxcs ¢ OB3 mnpuBnekalTcd CHeUUATUCTH, HMeoIne
COOTBETCTBYIONIYI0 KBalTU(pUKaLHUIO.

2.4.2. ApanTtupoBaHHas ofpa3oBaTenbHAas IporpaMMa pa3pabaThBaeTcs C yYeTOM HHAWBUIYalIbHBIX
mporpaMMaM peabuauTaIuy, abuIUTaluN UCXOMNS U3 KOHKPETHON CUTYaIlMy ¥ WHAWBUAYAJIbHEIX MOTPeOHOCTEH
oOyuaromerocs ¢ OB3.

O6pa3oBaTeNbHEIM MPOLECC OCYI[ECTBNSETCS C HCHOJIb30BAaHMEM CIEIHAbHON ammapaTyphl,
MYJIbTUMEOUNHEIX U UHEX TeXHUYECKUX CPENCTB llepefaun U npueMa yuebHoi uHbopManuu, o6ecreynBaeTcs
mevYaTHRIMU ¥ (KMJIM) 3JIEKTPOHHHIMU 00pa3oBaTeNIbHEIMU pecypcaMu B GopMax, afalTUPOBAHHHX K
OTPaHUYEHUSIM 3[OPOBBS.

B apmanTupoBaHHO¥M 06pa30BaTEIbHON MPOrpPaMMe IPeNyCMaTPUBAIOTCS afalTalMOHHbIe NUCLUIIINHE (B
COCTaBe BAapMATHUBHON YacTH), YCTAHABIHUBAETCS OCOOBIN MOPSANOK OCBOEHHUS NUCILUIIUH (MORYJIe#) mo
(GU3NYECKOU KYIBTYPE U CIIOPTY, OIPERENSIOTCS MeTOOs 00yueHus, GOPMHI IPOBEEHUS TEKYIIEr0 KOHTPOJIS
yCIIeBaeMOCTH, IPOMeXyTOUHOM ¥ UTOTOBOX (FOCYZapCTBEHHOM MTOTOBOM) aTTECTAllUM C YUETOM COCTOSHUS
3[I0POBbS, JOCTYIHOCTY U WHAUBUAYAIBHEIX ICUX0DH3NYECKIX 0cobeHHOCTEN 00y4atomierocs: ¢ OB3.

2.5 T'ocymapcTBeHHasi UTOrOBasi aTTeCTallusl

B cocraB I'ocynapCTBEHHOU UTOTOBOM aTTECTALMU BXOMUT: MOATOTOBKA K MPOIEAype 3alUThl ¥ 3aIIUTa
BEIIYCKHOM KBaIM(MUKAIIMOHHON PaOOTHI .
TocynapCTBEHHEIHM 3K3aMEH: HE IPENYCMOTPEH.
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3. Pabouasn nporpaMMa BOCITHTaHHUSA U KaJ'leHJIaprIﬁ IUTIaH BOCIIHTATE/IbHOH pa60T1>1

https://portal.kuzstu.ru/assets/docs/work program of education.pdf
https://portal.kuzstu.ru/assets/docs/educational work schedule.pdf
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4. BHeceHUe U3MEHEHHUH

Kparkoe cogepxkanue

TaTta BHEeCeHHA Homepa MMudp ®HUoO,
Ne u3MeHeHus1 U3MEHEeHHUsI, OTMETKa 0
HM3MEeHEeHHUsI JINCTOB OOKyMeHTa NOJINCH
peBU3UU
1 2 3 4 5 6
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